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e Amount to pay (in Bitcoin):[1100 BTC or 1055.6759 BT(}if you decide to pay

in 01 days 07h:54m:48s .

e Contact email: F pprotonmail.com

e Use chat in the right bottom of this page to contact us. You have 48 hours to get
discount opportunity.
It may take us a few hours to reply. You may also need to refresh this page in tor browser.

%
’

5 To show you that our decryptor works we will unlock a couple of your files as an
General info

example.
ko For this to happen you need to pack a ZIP with 2 pairs of your unique files:
somefile1.doppeled and somefile 1.how2decrypt.txt & somefile2.doppeled and
Balance somefile2.how2decrypt.txt

which have no sensitive information but only you own them, and send them to us.

Last seen receiving

Huge amount of data exfiltrated from you will be published in 2-3 weeks if no co‘ Online cha
‘;‘:‘:..‘-.:7 7 BTC / 500,448 made. yV N

_ A= First / last seen receiving First / last seen spending ) L VAN =r

0 i © A d 'S DRIl = ¢)1#) % 1100 BTC, £95%5(8

ys ago (L

Address type witness_vO scripthash
Script | 0 5433ac7d320227fc327d908fdfcalbOcceecs7a7 ] OP Bin Hex

Transaction count 2

Output count / Unspent output count

{ZE %21 28 BTC, ) 50 = T(A #1400 &) 65 SLab
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https://www.nomoreransom.org/zht Hant/partners.html

& nomoreransom.org/zht_Hant/decryption-tools.html
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Quick Search,
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pROVEN ¥ Contact

DATA

Proven Data iE[E] /A 5 &8 i&E Bt (M r'_slc
A EEAOR o) o FRGEMFIRIAEEIE
Jeoe T PIRERENEBREN - EMIEREE -

. thes
WL SR S —— A

| Data Recovery | Cyber Security | Digital Forensics | Ransomware Recovery
We've recovered data from all We know how to prevent cyber  Certified digital forensic As one of the first companies
major hard drive & server attacks because we've provided examiners experienced in that helped with ransomware
manufacturers and all data loss  support for thousands of cyber investigations for ransomware, recovery, rest assured that we
scenarios. We pride ourselves incidents. Let us help you data breaches, and employee have the experience to get you
on industry leading success protect your business with misconduct. up and running fast!

rates of 98%! industry leading tools and

P
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F 118 FEX Raw Recovery

Hex#EZZMagic Number, BB #EEXbox sizeFEXE R

Of fset
00000000
00000010
00000020
00000030

1 2
00 00 00

Jd 4 5 b ¥
20 66 74 79 70

8

L

¥ A B C D E

Z1 74 20 20 20 US B3I

'Y

71174 20

A

20 00|00 OO OO

00|00 00
00|00 01

Box Size

fos 77|69 64 65

BO 01|00 00 01

v
Type

A 4
Compatible Brand

00
00
BS

Ao

A

00 00 00 OO(0O0 OO
31 CA 34 6D|64 61
69 13 00 00|01 OO

\4 \ 4
Major Brand Minor Version

F P
00 ftypgt

00 gt

74 wide 1E4mdat
00 = p
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.0000000 éG> U
¥ * i 3 7

B F K K T INSER
TNOO2CCPTH231 20
1604010370005THO
1228.0000000

> U¥ *

37BFRERU 1
NSERTNOO2CCPTH23
1 20160401037000
6TH012100.000000
0 > 0¥

* .3 7BFR
R T INSERTN002CO
PTH231 201604010
370007TH01235.00
00000 & > U¥

* . 378
F K K T INSERTNO
02CCPTH231 20160
4010370008TH0127
5.0000000 @ >
0¥ * 3
7B F K K U INSE
RTNOO2CCPTH231 1
01604010370009TH
012450.0000000

G&E U¥ *

.37BFERKEKU

INSERTNOO2CCPTH
231 201604010380
001TH012117.0000
000 a&@ U¥

* . 37BF
K K T INSERTN0OO2
CCPTH231 2016040
10380002TH01239.
6000000 {8@ U¥
* 37
B F K K T INSERT
NOO2CCPTH231 201
604010380003THO1
239.6000000 -5
@ U¥ *
37BFRKKTIN
SERTNO02CCPTH231

Bytes
00

01

02

03

04-05
06-07
08-11
12-13
14-15
16-19
20-21
22-23
24-27
28-29
30-31
32-35
36-37
38-39
40-43
44-47
48-49
50-51
52-55
56-57
58-59
60-63

Content

HeaderVersion (tinyint)
Type (tinyint)
TypeFlagBits (tinyint)
Level (tinyint)
FlagBits (smallint)
IndexID (smallint)
PreviousPageID (int)
PreviousFileID (smallint)
Pminlen (smallint)
NextPageID (int)
NextPageFileID (smallint)
SlotCnt (smallint)
ObjectID (int)

FreeCnt (smallint)
FreeData (smallint)
PageID (int)

FileID (smallint)
ReservedCnt (smallint)
Lsnl (int)

Lsn2 (int)

Lsn3 (smallint)
XactReserved (smallint)
XdesIDPart2 (int)
XdesIDPartl (smallint)
GhostRecCnt (smallint)
Checksum/Tornbits (int)
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Clone Disk (Copy Sectors)

Source: medium i‘ l__JJ

[mod1-1.dd] (1.4 MB)

Destination: medium _,,l | _J | Start sector [destination);
Removable medium 1, USE w2 .0Flash Disk (1

Avoid damaged areas. Skip range:

Write pattern for damaged source sectors: UNREADABLESECTOR

Simultaneous 1/0 [faster, if source and destination are different physical media)

0K [ Cancel ]




ZhEtriE D

- BERETFEEMD
- BIHENE (dd/raw, image)
- $¥RAID fEEEPool (dd/raw, dO1, e01)
- LVMERNDE

- VMBI tEx=EMm
- PVE (dd/raw, gcow?2)
- Windows (vhd, vhdx)
- VMware (vmdk)
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- FAEMIRES RN, bA%:

1. BOSS Card (OSF14hE)

- L SATA SSD, Windows OSTES A 228t t7
- {EBlE% E FLegacy BIOSEAUEF 1= = F 1

2. Ventoy (mi_yOSIE';EVfAz?L%ﬁ%H)

- I EEXIEZEISOEERE, B

)]

RS RE

FEE IR

- EBEWInPE B &4 (}‘E}HWmdows f8Ed OS)
- Ei& A Parted Magic #EE 247 (BRIELinux 18EE OS)
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MBI ERR R R (F/H8 IR T B

FEX Imager: —ERE RIS 2 E/EFIRAT H (EE)

- XIE BiS/BEuEiEtE/ 18R H i/ IR 2238 / 4 I bR
- S'ZT)’?Zﬁﬁ”“‘mdS/shaVshaZSfS hashi?:5

— A PAEEHARY, dd/raw 83 -

B FEXImager v2.2.0(259) = m] X B FEXImagerv2.2.0(259)

. Source 07 = Source: C:\WM\WinXP\WinXP.vmdk
i FEX Imager T CT— CENE gy FEX Imager QEEIEERRCEEY
u Advanced Forensics & Physical Drive & Advanced Forensics Elapsed:  Remaining. |iSpéed
Source Name C:\VM\WinXP\WinXP.vmdk & Logical Dri Conversion 21.97 GB of 40.00 GB 00:01:52 00:01:32 208.93 MB/s
gical Drive . .
Size 40.00 GB -
Sectors 83886080 i Eoiderand Eiles ‘
© SOURCE > Sector Size 512 bytes ™ Forensic Image © SOURCE |
WinsE B FeXImagerv2.20(259) R i
&l Destination
DESTINATION > v, FEX I DESTINATION
winxp-dd - '.-' mager Image Type | EnCase (*.E01) v winxp-dd
Advanced Forensics Filename |winxp-dd
PROGRESS > Folder | C:\TEMP ¢ PROGRESS
mager not started ° SOURCE > Segment Size |2000 1| B. 1 Converting.
WinXPvmdk Image Hash
MD5
[JSHA1
() [JSHA256
Image Entire Drive T DESTINATION >
winxp-dd I
[ Verify image after creatiol
sl PROGRESS Case Details
mager not started Case Name
Sector Size | 512 DFIR
Description
© GetData Forensics 2020 Hash DFIR Example © GetData Forensics 2020 < Back Cancel

Notes
DFIR Example of WinXP

Locali&1\: ##1IDisk Image S S La b




ik

FEX Imager: —ER &=

S ALl

m

GetData UDP Network Server

Server - ‘ \ :.;.', FEX
Server IP: | 192.168.6.239 J O vance

N ALL

2= Ui

IR (R ERAS

BiasF/EIR T B (EE)
— RIFREILEImage » #fdump&E B] FcE#{1TServiet
— Clientim ] LAB @ E 17 :%IP, JRdump

al Source
Imager [
d Forensics
Source Name \.\D

Volume Label Ventoy

Server port: ’4—13 ’ ° - Description D
SOUR GetData UDP Network Server
Server Status: Idle L =
Server IP: 192.168.6.239
Server port: [443 ‘

Version: v4.0.0(116)
Instance: {4FA51004-32A0-435A-AD50-F26178924814}
IP Addresses:
192.168.6.239
Loading Drives...
Drives Found: 1
Drive: \\.\D:
Ready

Server Status: Idle

Version: v4.0.0(116)
Instance: {4FA51004-32A0-435A-AD50-F2617B924814}

el | IP Addresses:

192.168.6.239
Loading Drives...

Drives Found: 1

Drive: \\.\D:
Ready
New Connection - Peer IP: 192.168.6.239 Port: 61649
Ready
Connection Removed - Peer IP: 192, 168.6.239 Port: 61649
Ready

© GetData Forensics 2020

Close

Remotef=1i: #£1IDisk Image

AS— AW E N

Py

INLZALLG

Select

210314 Connect Speed Test

Server IP Address |192.168.6.239 Port |443 = Connect

Max Packet Size |1500 v | [Z] Checksum Network Packets
1500 is recommended if not on the Local Network

Use Compression (Only for slow connections)
3369-3| -

Device Name Size
\\\D: Ventoy 14.87GB
b7

é%SSLab



EPVE T ERehBiE s AT
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ls -1 /dev/disk/by-1id/

nano etc/pve/qgemu-server/100.conf

=yl
virtio@: /dev/disk/by-1d/ata-XXXXXXXX,s1ze=XXXG




OSSLabBDFIR ServertB 2 &

R740xd {alARz23E1%: 12x12TB3.5”
HDD
(Windows E#4:)

R730 {GlAR 23 = 4#%: 12x10TB 3.5” HDD
(Proxmox VEZE 1)

Dell MD1200 2.5” 24-bay Drive Bays
(EiZEREE, EZRE L184%)

Intel 3.5” 12-bay Drive Bays
(ERE i@, ERE L184)
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PVERVIE RS2

= a X
<4 Proxmox Virtual Enviror X =
3 pves - Proxmox Virtual Envirorn X 4 - g S
¢ C A FEZ| 192.168.7.173:8006/#v =/=2 * EO0O@® @ + O
< c 192.168.7.173:8006/#v1:0:=qemu%2F100:4::::7::2 * & O 0O® L) » T
)A< PRO MO < Virtual Environment 6.2-4 &
L) &1 %5 pveb S 5% 100 (WIN2016-1)
b pves
106 (Ubuntu-LXC) - 64.00 GiB
108 (Nextcloud-LXC) (= 16 (2 sockets, 8 cores)
100 (WIN2016-1 %
L3 100 ( ) S G £ (SeaBIOS)
101 (W2016rescueclon! s % VMWare (vmware)
102 (android) %25 (i440f) rm—y:
103 (TrueNAS) Virtlo SCSI H:
104 (UNRAID-usb)
RAID:vm-100-disk-0,size=50G
105 (WIN2019) 0000:04:000
RAID:vm-100-disk-1,cache=unsafe,size=100G . o —
107 (WIN2016-2) D O Media
= RAID:vm-100-disk-2 cache=unsafe,size=100G
109 (PrimeOS) B 5 () Vitio RNG 0000:00:11.0 6 Intel Corporation C610/X99 series chipset SPSR &
110 (Mac10.15 5) . = = (ew) virtio=3A:23:A8:8C:3A:99 bridge=vmbr0 firewall=1 ROM-Bar
) — 0000:00:11.4 6 Intel Corporation C610/X99 series chipset SSATA Controller [AHCI mode] &
111 (WIN10) = = (net1) virtio=CA:7C:4D:60:F5:FD bridge=vmbr1 firewall=1
0 0000:00:14.0 7 Intel Corporation C610/X99 series chipset USB xHCI Host Controller &
130 (vSpheres) PCI == (hostpci0) 04:00.0 © =H
i SE 0000:00:16.0 8 Intel Corporation C610/X99 series chipset MEI Controller #1 &
140 (vSphere6.7) - fE PCI == (hostpci1) 82:00.0
150 (ubuntu) 0000:00:16.1 8 Intel Corporation C610/X99 series chipset MEI Controller #2 &
(ubuntu
0000:00:12.0 9 Intel Corporation C610/X99 series chipset USB Enhanced Host Controller #2
154 (ubuntu-arm64)
160 (Free) 0000:00:1d.0 13 Intel Corporation C610/X99 series chipset USB Enhanced Host Controller #1 &
] H m n \ 0000:00:1f.2 14 Intel Corporation C610/X99 series chipset 6-Port SATA Controller [AHCI mode] =
—
0000:01:00.0 15 Intel Corporation 82599ES 10-Gigabit SFI/'SFP+ Network nection &
] "
= 0000:01:00.1 16 Intel Corporation 82599ES 10-Gigabit SFI/SFP+ Network Connection =
18 14:49:56 pvi t@pam VMY 0000:02:00.0 17 LSI Logic / Symbi MegaRAID SAS-3 3008 [Fury]
+2H 18 18:33:08 +H 18 18:33:10 pVi = Failed to run vncproxy.
118 18:22:37 18 18:33.05 Py 2 ‘EE A3 hY t
~H 18182233 18 18:22:34 pves root@pam VM 242 - oK te " E i i \ P‘ I
https://192.168.7.173:8006/# ~—F 18 18:22:23 pve5 root@pam VM/CT 242 - 22 Failed to run vncproxy. > L]
= @ = @ ¥
3 pves - Proxmox Virtual Environ X 4 X pves - Proxmox Virtual Environ X 4+
€ (6] 2 | 192.168.7.173:80 762 * OB ®« v O * & <« C A FEZ | 192.168.7.173:8006/#v1:0:=qemu%2F100:4:::7 # BOMAM® S + @M % &
X PROXMOX via envonnnto 24 PR - v [ o [ & o |
£ pves 2100 (WIN2016-1) > =me = 0 %5
| y
B pves
‘ 106 (Ubuntu-LXC) = L 64.00 GiB
‘ 108 (Nextcloud-LXC) (=] ®m = 16 (2 sockets, 8 cores)
G} 100 (WIN2016-1) = # BIOS ¢ (SeaBIOS)
101 (W2016rescuecion e O =7+ VMWare (vmware)
102 (android) o = (1440f)
103 (TrueNAS) . oo
104 (UNRAID-usb) . R -
a (virtio0) RAID:vm-100-disk-0,5ize=50G
105 (WIN2019)
= 8 Ei (virtio1) RAID:vm-100-disk-1,cache=unsafe, size=100G
107 (WIN2016-2)
100 (Prime0S) o Ex a B (virtio2) RAID:vm-100-disk-2,cache=unsafe size=100G
110 (Mac10.15.5) 9 % = 7 virtio=3A:23:A8:8C:3A:99 bridge=vmbr0 firewall=1
11 (WIN1O) N = 4 Virtio=CA:7C:4D:60:F5:FD,bridge=vmbr1 firewall=1
130 (vSpheres) W 8] = 04:00.0 i
. 140 (vSphere6.7) PCI %2 (hostpci1) 82:00.0 o
0781:55 SanDisk Cruzer Glide 3. % USB 2.0 150 (ubuntu)
JSB3 154 (ubuntu-arm64)
160 (FreeNAS) 2
eEs - I
A3 A3 1 A3 17 21:07:45 & pves root@pam o
te s L +ZH 18 11:14:01 =] pve5 root@pam VM/CT 100 -
L , { 18 14:35:59 18 14:36:00 pve5 root@pam VM 240 - 2 OK
18 11:33:23 18 12:44:39 pves root@pam e OK
18 11:13:49 18 11:14:18 pve5 root@pam VM 100 - 5 OK b

Z=IAUSB, 7A183#USBE

SR AE Y18, EEHER]

AIFNEREE
é%SSLab

Step4: &

PVERI I A EEEUSBEIPCle Storageft &



OSSLab#iServerfEFHAC &

RTFIEIR RG4S
REBIEERIE
FHIZVMiE

Internal HDD Bays

(SW RAID Pool)

SMB, NFS
Share

SW RAID5 ZFS RAIDZ
(for dd, vm, e01, iSCSI)

Bl E
S E
(FEWindows & &)

HBA mode
(for Physical Drive)

it

10G4EE

\

N

R730 Server

SASELE

SASELE

SAS External HDD Bays [EGEEEa)

(2.5”/3.5” Physical Drives)

E it 5 RAIDEZ
B

2e B KRB =dliREF M

(5384GB RAM, 100+ TB RAID5, Xeon Gold 5119T x2 CPU)

Internal HDD Bays & e dtivar s
(HW RAID Pool)  BGiegtztist
SMB, NFS HW RAID5
Share (for dd, vhd, e01, iSCSI)
R740xd Server ﬁ*ﬁiigﬂ%
=40
(Windows &4 & )

HBA mode

SAS:E%ZE | (for Physical Drive)

SAS External HDD Bays

(3.5” Physical Drives)

ES % 5 RAIDPEZ
BERUER
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8 KHYE1ZPool WD Ultrastar Data60

— R AT IA#%_E 602 raid pool




IR R IR E

- VMwareKS'ZT)’?iDD %I\ 0 A BRI E N B ixboot
HHRERGE 2ERRREIE
- T’ *FAPVERIQEMUERHE » rIAR 1%H}

o

B

ESZ,DD |:|I\

- a] xij
2% pve - Proxmox Virtual Environ: X [l —_—
<« C @ DR 192.168.7.222 #1 2F1 1 & v o =
XPRDXMOX NI Emm"memsf VM 100 - Windows-10 (1) - Remote Viewer - o x F so s © creatoCT | @ Logout |
Semver View Virtual Machine | File View Sendkey Help ¢ Shutdown Console ore @ Help

== Datacenter
& Summary
B o

S} 100 (Windows-10) >_ Console

local (pve) & Hardware
local-lvm (pve)

(0 (0

& Options
= Task History}

@ Monitor
(P SPICE Guest Tools Installer -

B Backup

3 Replication Compleling SPICE Guesl Tools
Setup

D Snapshots
U Firewall C ouf SPICE Guest Tools has bean installed on your computer,
WE P

Click Finish to close Setup.
o' Permissions|

m Cluster log

tart Time nd Time

Jan 08 09:10.05 Jan 08 09:10:06
Jan 08 09:08:28 Jan 08 09:08:29
Jan 08 08:49.56 Jan 08 08:49:56
Jan 0B 08:49:44 Jan 08 08:49:45

= A ) 6 A \ oK
: = 0K
Jan 08 08.49.33 Jan 08 08.49:34 pve root@pam VM 101 - Stop oK .

oK
OK




QEMUR]ECPUZE1E

- HnEREEIERA > {EIEx86E Kt

- PVERYQEMUBRF]I52#&x86, JNA] X i ARM

- PVE#&#Ubuntu ARM: Z1BARMARNASIUIEIRIE
https://www.osslab.com.tw/proxmox-arm-virtualization/

Server View

Virtual Machine 154 (ubuntu-arm64) on node ‘pve5’

& Datacenter

& Summa
E® pres v
100 (WIN2016-1) >~ Console
101 (W2016riscueclone) 3 Hardware
102 (android) .
& Cloud-Init
103 (TrueNAS)
& Options n .
105 (WIN2019) @ pve5 - Proxmox Console - Mozilla Firefox
107 (WIN2016-2) = Task History
110 (Mac10.15.5) ) © & 25 https://192.168.7.173:8006/?console=kvma8ixtermjs=18&vmid=154&8vmname=ubuntu-armé648node=pve58&cmd:
@ Monitor
130 (vSphere6)
140 (vSphere6.7) Backup GNU GRUB version 2.04
150 (ubuntu) 13 Replication
152 (ubuntu-armé4) D Snapshots | Try Ubuntu Server without installing
G} 164 (ubuntu-arméd) : |“Install vbuntu Sexver . |
160 (FreeNAS) U Firewall | OEM install (for manufacturers) |
162 (PhoenixOS) o' Permissions L

164 (elementaryos)
= [J PVE5_NFS (pves)
£ [JRAID (pves)
=[] local (pves)
=[] local-vm (pve5)

=[] pve5_esxi (pves)

Use the ~ and v keys to select which entry is highlighted.

Press enter to boot the selected 0S, ‘e' to edit the commands
before booting or ‘c' for a command-line. ESC to return previous
menu.



https://www.osslab.com.tw/proxmox-arm-virtualization/

PVE H VirtlO # & E 2t E, 221 [R-

FE B 2 B is B bR

_’zjﬁ

Kidt

PVE rI#&,DD/RAWAR T » AfiF] T;zboot
WindowsZ# & 2B ciE i VHD X E &

DDZRE LLER:
ysical HDD to Win E#2#% 492000MB/s
ysical HDD to PVE [E &% 431200MB/s

Ph

Ph

1s -1 /dev/disk/by-id/

ano etc/pve/qgemu-server/100.conf

1=
tio0: /dev/disk/by-id/ata-

PVER S B ISBERRY K




e FESERMEEE

ENORBRES

[N

wE
Lidv.tw

.. Step1: ARz E
HE:A0ENA
Server for NFS

<=0 | [F—=2m>] =5 B5
e 4 B zsEE - \
—] 3 4 BEE I
- | < NFS(N)-;E X
ol
—= I= =] =R =2
e C o am | EEER | LGS | EW = NFS =&
4 Services for NFS X8 -
* REEh i
Eil ~ FRE &
3 7= EEBE):
B xs ~HR
ST
B Fig
¥ T= "
=) & ErmeI NFS 5 0 BTER  RELELES
E Xt .
)=z n
= | ep<s: 1+ -
= =5
B - SEE &~ E!
e FHESE () 9 E = =
- i
- NFS (N)
& 5% N F E[]
\
N -
z= B =EW
0EEE

WindowsR]EXFHNFS Server

Erzeny |Nroshae |

w

BEZER): ]';(.?

SE(E): ANSI

E

[V Kerberosv5 EFLEEREE [Krb5pl(Y) St p3 . 'Hg Eb N FS
>
[V Kerberosvs BEEFEE [ e " 1

Krb5i](l)
[V Kerberosvs #:2 [Krb5](K)
vV 2EFREZERE [Auth_SYSI(T)
V ERRERNEREERM)

1

EERTEREENIEBEETRLERRNE
R EE—F (B e

w20 | ®Eo | =Am |
NFS ZH#Z[E ? X
NFS ZREZ N:\
ZEN):
ALL MACHINES =B ANSI FLET root IFHL
A3
Step4: EANFS
i e
HERER > R
L B IE
FHEA).. ]rOOt- ‘%buﬁm

EREE):

f[EE):

Fs 25 root ZE(W)

ET(0) |
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PVERINF

= O X
X pves - Proxmox Virtual Enviror X +
< C A FZZ | 192.168.7.173:8006/#v1:0:18:4:19:::2 % B O@A® @ ¢ © Ey
M PROXMOX wcrimenszs 8 s
Fid )

102 (android)
103 (TrueNAS) Q @2

h

(

. B Directory
104 (UNRAID-usb) & i 3
105 (WIN2019) _ R \FS  VvzDump /mnt/pve/PVES 7 2
107 (WIN2016-2) = B nes s =
109 (Amo0s) () Ceph ’( C\F&j Dire. VZDump =% 1SO K& Ivar/libivz &
110 (Mac10.15.5) o = M P =
111 (WIN10) B GlusterFs E —
130 (vSpheres) s B iscs \FS VZDump #E41ES HER /mnt/pve/pve5_
140 (vSphere6.7) B 4 B cephFs
150 (ubuntu) o5 B rBD
154 (ubuntu-armé4) } B ZzFsoveriscsl
160 (FreeNAS) L = s
162 (Phoenix0S) &

(

164 (elementaryOS) & API Tokens S . \EE

250 (0910041) - e tep . i*
£ [ PVE5_NFS (pve5)
Z[IRAID (pves) ® 4
%U local (pve5) L =
D\ocal-lvm{pve:’)) e

(1 pve5_esxi (pve5)

17 21:07:45 =] pve5 root@pam i) 3
18 11:14:01 & pves root@pam VM/CT 100 - £#Z&
18 11:13:49 18 11:14:18 pveb root@pam VM 100 - 2 OK
+H 18 03:45:46 +H 18 03:45:49 pves root@pam EGE
https://192.168.7.173:8006/# ~—H 17 02:06:08 pved root@nam .

ual Enviror X+

- Proxmo:

¢ C A F&E2| 192.168.7.173 e/ * O @ ® @ ¢ @ » &

D PVE_NFS5

192.168.5.173

BE
ISO B8
=REE
©: VZDump EH1EE =

ENFS@HE%EIP{IZ%
AT R AR

PVER I A WindowsHINFS Server

-
-~
)
-

HEEY

7 N

pve5 - Proxmox Console - Google Chrome o O X

A ~ZZF | 192.168.7.173:8006/?console xtermjs=18&vmi...

root@pveS5:~# cat /etc/pve/storage.cfg
dir: local

path /var/lib/vz

content backup,vztmpl,iso

lvmthin: local-lvm
thinpool data
vgname pve
content images,rootdir

\d-a.n nfs: PVE5 NFS
WTT_ e;port /RAID
ath /mnt/pve/
HE-I,: /etCIP\,e/ Is)erver 1921.)168.5.173
storage.cfg

content rootdir,vztmpl, iso,backup,images
maxfiles 1

zfspool: RAID
pool RAID
content rootdir, images
mountpoint /RAID

sparse 0
X pves - Proxmox Virtual Enviror X+
<« C A FZ% | 192.168.7.173:80 = 62FPVES_NFS:4::19:::2 * & O Q@
x PRO > MO X Virtual Environment 6.2-4 &
‘pves' 7% 'PVE5_NFS'
102 (android) E =
103 (TrueNAS) 2 —
104 (UNRAID-usb)
105 (WIN2019) VZDump 4 ltems)
107 (WIN2016-2)
100 (Prime0S) vzdump-qemu-110-2020_06_24-10_50_15.vma zst 2020-08-24 10:50:15  vma.zst VZDump 11.08 GiB
110 (Mac10.15.5) vzdump-gemu-300-2020_06_23-16_02_58.vma zst 2020-06-23 16:02:58 vma.zst VZDump 579.58 MiB
111 (WIN10) vzdump-qemu-305-2020_09_18-15_04_54.vma.zst 2020-09-18 15:04:54 vma.zst VZDump 3.66 GiB
130 (vSphere6) vzdump-qemu-328-2020_06_19-19_33_06.vma.zst 2020-06-19 19:33:06  vma.zst VZDump 10.68 GiB
140 (vSphere6.7) 2 (2 Items
150 (ubuntu) vm-109-disk-0.qcow2 2020-10-27 17:21:06  qcow2 % 32.00 GiB
154 (ubuntu-armG4) vm-111-disk-0.qcow2 2020-10-26 00:26:55  qcow2 RS 64.00 GiB
160 (FreeNAS) so (21 ltems:
162 (PhoenixOS)
164 (elementaryOS) ComputerSystem2013.iso 2020-06-24 11:0221  iso 1SO 242 608.33 MiB
250 (0910041) EasyU_v3.5.is0 2020-09-17 15:44:54  iso 1SO 242 780.33 MiB
 S[PvES NFS (oves) | N Fedora-Workstation-Live-x86_64-31-1.9.is0 2020-10-30 19:41:01 iso 1SO 242 1.80 GiB
RAID (pves) PhoenixOSlnstaller_v3.6.1.564_x64.is0 2020-10-23 16:06:43  iso 1SO F:45 850.00 MiB
local (pve5) TrueNAS-12.0-RC1.iso 2020-09-1920:49:14  iso 1SO F42 826.38 MiB
local-lvm (pve5) USBOX_V5.is0 2020-09-17 17:55:28  iso ] 1.69 GIB
pve5_esxi (pves) S VMware-VMvisor-Installer-6.7 updaleOZ Wiii[ms x86_64.is0 2020-06- Mﬁjﬁ ) 314.66 MiB -
17 21:07:45 pves root@pam e
18 11:33:23 roof e
18 11:14:01 E WI @OWVﬁ
18 11:13:49 18 11:14:18 pve! roo( pam
H 18 03:45:46 +_F 18 03:45:49 ove5 root@oam command ‘aot-aet upd. M

éﬁSSLab
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4 WIN2019-Rescue (1)
DAiscs\Win2019.vhdx FEE

cES IPAddress:192.168.7.172, IQN:iqn.1991-05.com.microsoftwin2019-re

Step1: £Windows
Server 20165%EiSCSI

Step3: T“'JServerJﬂﬁH—:Li%

Clientii#iJiSCSIHHQNHIAZ
BI1R, WE 1 vhdx = REMAILES —

Server 2008R2 +

2.

test WIN2019-Rescue  iqn.1991-05.com microsoftwin2019-rescue-test-target S8 IPAddress:192168.7.172, IQN:ign.1991-05.co!
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PVERJISCSIEEN 235X

3 pves - Proxmox Virtual Enviror X 2

< 6 192.168.7.173:8006/#v1:0:18:4:11:19: * BREOE® @ + @ »

>X( PRO MO < Virtual Environment 6.2-4

A FZZE

= F;FPD
Eb pves

106 (Ubuntu-LXC) B Directory .

108 (Nextcloud-LXC B vM

100 EWINzOWG-W) ) = ss B LVM-Thin prs "mm«"pve‘tNFS—174

101 (W2016rescuecion @ Ceph B nNrs ;:FSS /mnt/pve/PVES5_

102 (android) B cFs = 2
103 (TrueNAS) L B GlusterFs Direc ivarllibivz = =
104 (UNRAID-usb) B iscs LVM- f =

105 (WIN2019) B CephFS NFS VZDump # /mnt/pve/pves5_e . 2 =2
107 (WIN2016-2) i B RBD

109 (PrimeOS) B

110 (Mac10.15.5) o R -

“Step1: ZEERIFhINEIE
B 73, ¥t iSCSI

111 (WIN10)

130 (vSphere6)

140 (vSphere6.7)
150 (ubuntu)

154 (ubuntu-arm64)

[m]

A

58

0 :

121 15:02:11 (=] pve5 root@pam Ead
+_H 21 15:06:00 +_H 21 15:06:02 pve5 root@pam
+_H 2115:01:59 +_H 21 15:02:00 pve5 root@pam Failed to run vncproxy.
+H 21 15:01:26 +—H 21 15:.01:27 pved root@pam VM/CT 100 - Failed to run vncproxy.
https://192.168.7.173:8006/# - _H 21 15:01:25 pve5 root@oam VM/CT 100 - =&
= [m] X
X pves - Proxmox Virtual Enviror X +
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= O X

X QEMU (WIN2016-1) - noVNC - Google Chrome
192.168.7.173:8006/?console=kvm&novnc=18&vmid=100&vmname=WIN2016-1&node=pve5&resize...

A RZ=E

Snap2HTM...
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Viewer
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= RamDisk (D:) Filesystem
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10G iSCSI{ZHIAEE

- Server R740%48E Client T430H 51

075GBIEZdd4910.55) 8% (442MB/s) (B8 —HESR 77BN )
- R740 Hyper-V ZKittRaid EVHDE #E#HM EEFEE: CrystalDisk f&/F:8% 617 /
728 MB/s

B 257

I.IJII

Windows\SYSTEM32\cmd.exe - O X

D:V110share\Image\ 1017685\PC3000%
.UM
S.U00m

209

1077
22.5 M

1 40)

HA4()
1077 )
I0sharetImage’ 1017685VPC3000Y ' BacklUph

nll
Wil
St L
=Y

e e Ladid =1
20 20 0 O O ~ D ~+
00 00 0 U2 U2 S0

| 1L O0 D A
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Win vs PVE 7% B4 5 HIF BN BE

== CrystalDiskMark 7.0.0 x64 [ADMIN] <REAL>

— X

H‘A" M]\s j\‘]cse\is j] D; 85; (1\041:8=/‘12293OGEB) v| |R70%/W30% v|
Read [MB/s] Write [MB/s] Mix [MB/s]

S 2508.29 2547.30 416.86

e 5.69 15.21 9.98

s 1390.14 3713.87 2435.55

= 718.17 267.03 409.90

|

N BESH (B EiFHUR

physical drive)

Z (native

R\A" Ml‘s jH\SG\iB - v_H E:‘O%&(-O/‘102;:3TB\) v| [R709%/W30% v]
Read [MB/s] Write [MB/s] Mix [MB/s]

v 107.39 105.48 106.54

T 3.19 6.02 4.45

o 778.08 1468.75 1085.94

= 1279.52 676.64 915.68

|

|

N PVE#H}

5 ISCSIA R MR Z ERE
(Gigabit &)

B= CrystalDiskMark 7.0.0 x64 [ADMIN] <REAL>
BEER RTO)

ETEP

HEIEM Z|EAH

FZ=(Language)

- X

All

5 v||sGiB  v||F: 0% (0/1024GiB)

v| |R70%/W30% v

|

Read [MB/s]

Write [MB/s]

Mix [MB/s]

2 1357.07 1520.66 714.70
am 5.51 15.60 1.87
o 1345.95 3809.33 1921.14
T 741.90 261.87 519.33

|

|

N BREEWE BIERISCSITRR R A1

ﬁﬂy;\ﬁ_ﬁlx
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ISCSITE 21 L 4 P B 7 N 5N HE

== CrystalDiskMark 7.0.0 x64 [ADMIN] <REAL>

— X

H‘A" M]\s j\‘]cse\is j] D; 85; (1\041:8=/‘12293OGEB) v| |R70%/W30% v|
Read [MB/s] Write [MB/s] Mix [MB/s]

S 2508.29 2547.30 416.86

e 5.69 15.21 9.98

s 1390.14 3713.87 2435.55

= 718.17 267.03 409.90

|

N BizfFENE]

i (native physical drive)

R\A" Ml‘s jH\SG\iB - v_H E:‘O%&(-O/‘102;:3TB\) v| [R709%/W30% v]
Read [MB/s] Write [MB/s] Mix [MB/s]

v 107.39 105.48 106.54

T 3.19 6.02 4.45

o 778.08 1468.75 1085.94

= 1279.52 676.64 915.68

| |

N PVE#H}

5 ISCSIA R MR Z ERE
(Gigabit &)

*\A" M]\s j \lcséie j\ F:~0%i(.ol/;02;3;) v| |R70%/W30% v|
Read [MB/s] Write [MB/s] Mix [MB/s]

“arm 1357.07 1520.66 714.70

. 5.51 15.60 1.87

0P 1345.95 3809.33 1921.14

= 741.90 261.87 519.33

|

N i

s FXISCSIRhR A A Z BEXER)

Xt
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https://www.passware.com/kit-business/filetypes/

RERSHECIE

s > MAEIEE

Bitlocker, PGP, TrueCrypt, VeraCrypt& & s

Apple File System (APFS)

Symantec Endpoint Encryption

LUKS Disk Image

Mac OS / FileVault2

MS Excel 2007

MS Excel 2010

MS Excel 2013

MS Excel 2016

MS Excel 2019

MS Windows NT User / Secure Boot Option
MS Windows 2000 User / Secure Boot Option

MS Windows 2000 Server User / Secure Boot
Option

MS Windows 2000 Server Active Directory
Administrator

DMG, DD, IMG, BIN, EO1,
EXO01

DD, IMG, BIN, EO1, EX01

DD, IMG, BIN, EO1, EXO1

DMG, DD, IMG, BIN, EOT,
EXO01

XLSX, XLSM

XLSX, XLSM

XLSX, XLSM

XLSX, XLSM

XLSX, XLSM

Instant Removal (Memory Analysis) / Brute-force -
Slow

Inlstant Removal (Memory Analysis) / Brute-force -
Slow

Inlstant Removal (Memory Analysis) / Brute-force -
Slow

Instant Removal (Memory Analysis) / Brute-force -
Slow

Instant Recovery or Removal (Memory Analysis) /
Brute-force - Slow

Instant Recovery or Removal (Memory Analysis) /
Brute-force - Slow

Instant Recovery or Removal (Memory Analysis) /
Brute-force - Slow

Instant Recovery or Removal (Memory Analysis) /
Brute-force - Slow

Instant Recovery or Removal (Memory Analysis) /
Brute-force - Slow

Instant Recovery (Memory Analysis) or Removal

Instant Recovery (Memory Analysis) or Removal

Instant Recovery (Memory Analysis) or Removal

Instant Recovery (Memory Analysis) or Removal

é%SSLab
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Windows IR toolkit

* https://github.com/diogo-fernan/ir-rescue

e https://www.brimorlabs.com/Tools/

LiveRes ponseCollection-Bambiraptor.zip
* https://www.sans.org/readingroom/

whitepapers/forensics/liveresponse-

powershell-34302

07:48:23 |Components LMS'LMS .exe

Local |Remote Process| Process Process
10 1 ID | Name Start Process File Path Associated DLLs and File Path
Port# | Port# ) Time
2017/8/14 |C:\Program Files (x86)\Intel\Intel(R) |Module ------ C:\Program Files (x86) Intel\Intel(R) Management Engine Components\LMS\LMS exe
[::13:1731][::1]:1733(7840 LMS = Management Engine C:\WINDOWS'\SYSTEM32'ntdll.dll C:\WINDOWS'System32'\wow64.dll
07:48:23 |Components LMS'LMS exe C:\WINDOWS'System32 \wow64win.dll C:\WINDOWS'System32\wow64cpu. dil
Local |Remote Process|Process Process
IP: IP: ID | Name Start Process File Path Associated DLLs and File Path
Port# | Port# : Time
2017/8/14 |C:\Program Files (x86)\Intel\Intel(R) |Module ------ C:\Program Files (x86) Intel\Intel(R) Management Engine Components\LMS\LMS exe
[:13:1733|[::1]:1731|7840 LMS == Management Engine C:\WINDOWS'\SYSTEM32'ntdll.dll C:\WINDOWS'System32'\wow64.dll

C:\WINDOWS'System32'wow64win.dll C:\WINDOWS!System32\wow64cpu.dil

Running Processes sorted by ParentProcessID

ProcessName CreationDate|ProcessId|ParentProcessId CommandLine sessionID
OneDriveSetup.exe 2(31 TWS 14 R4 13912 13716 C:\Users\ & AppData'Local Microsoft' OneDrive'StandaloneUpdater'OneDriveSetup.exe /update /peruser 1
07:47:21 childprocess
Iv2eMFT 2017/8/14 k4 9740 12552 C:'ACER'RLTSCAN\\analyzeMFT -f "C:\ACER'RLTSCAN2017.08.14_ALPHA-I7_ALPHA-I7MFT'SMFT" -0 1
paalyzeVlexe 09:46:27 =< C:ACER'RLTSCAN'2017.08.14_ALPHA-I7_ALPHA-I7 MFT'.C_MFT csv
2017/8
conhost.exe 62 146~1 14 £ 13952 12552 77C:\WINDOWS'system32'conhost.exe Ox4 1
2017
conhost.exe 68 146Sii4 L5 13232 12484 27C:\WINDOWS'system32\conhost.exe Ox4 1
_ 2017814 £ , e TN TS Secrer 4 T P P . B
powershell exe 09-47-13 9444 12484 C:\WINDOWS!System32'WindowsPowerShell'v1.0'\powershell exe” -ExecutionPolicy Bypass -File LRUP.PS1 1

actinv
disk
ewl
fs

IF-resclue-win

mal
e
net
reg
SYS
web


https://github.com/diogo-fernan/ir-rescue
https://www.brimorlabs.com/Tools/LiveRes
https://www.brimorlabs.com/Tools/LiveRes
https://www.brimorlabs.com/Tools/LiveRes
https://www.sans.org/readingroom/whitepapers/forensics/liveresponse-powershell-34302
https://www.sans.org/readingroom/whitepapers/forensics/liveresponse-powershell-34302
https://www.sans.org/readingroom/whitepapers/forensics/liveresponse-powershell-34302
https://www.sans.org/readingroom/whitepapers/forensics/liveresponse-powershell-34302

HLOG: 5

Recon and analysis

1. Map application content
AET AL
BT

— R B R BRARE 7 ERD 2R 1S “"a'yzetheapp'catonl
— e =5 E 8 0 A7 @ @ @ @

' | Application hosting

+ | 3. Test client-side | 4. Test | 7. Fuzzall | + 1| 10. Test for shared |
J/3 . ' controls authentication o parameters | hosting issues
RI—OG ' L L
—_ =4 ﬂ; | o o . :
%A1§:\\HJ£E/J/L;\"E Eﬂ: j:l.J . | 9.Testforlogic ff ' ° 5. Test session ;1 | 8 Testforissues 11. Testthe web ||
flaws management P m;r::t?gg:;lftl; server :
_Eﬁ%%E =l I\\\lﬁll_l\ﬂ i E E § i
6. Test access
controls o

13. Information |

Checks

12. Miscellaneous
Leakage




e Sdelete
e ClearEventLog
* https://github.com/Rizer0/
Log-killer

e https://github.com/hlldz/In
voke-PhantOm

e History £)5F%

o /var/log/* ZBF%

e /home/wwwroot/* £/&
R (RIZEBERK)

e /etc/ 1BREEconfig =i&MF

<>

Log Killer

-= Log killer =-
-= This tool going to delete all logs ! =-
5
/F "tokens=*" %%G in ('wevtutil.exe el') DO ( :clear

logs has deleted
:theEnd

5

:clear
[+] *1
wevtutil.exe cl %1
:eof
:theEnd

-

cleartracks.php

$LgF shell exec('echo
$logFiles array(
"/var/log/yum.log",
“/var/log/wtmp",
"/var/log/utmp”,
"/var/log/secure”,
"/var/log/mysqld.log"”,
"/var/log/boot.log",
"/var/log/lighttpd”,
"/var/log/httpd/",
"/var/log/gmail/",
"/var/log/maillog”,
"/var/log/cron.log",
"/var/log/kern.log",
"/var/log/auth.log"”,
"/var/log/message”
"/var/log/lastlog”
"/var/adm/lastlog”
"/usr/adm/lastlog”
"/var/log/lastlog”
"$LgF",
"/etc/utmp”,
"/etc/wtmp”

- - - - .

$HISTFILE");

4 )

"$LgF",

“/etc/utmp”,
“"/etc/wtmp",
“/var/adm",
“/var/log",
“/var/logs",
“/var/run/utmp”,
“/var/apache/log"”,
“/var/apache/logs™,
"/usr/local/apache/lo
"/usr/local/apache/1lo
"/root/.bash_logout”,
“"/root/.bash_history™
"/root/.ksh_history™,
“/tmp/logs”,
“"/opt/lampp/logs/acce
“/var/log/nginx/acces
“"/logs/agent lo",
“/logs/referer_log"”,
"/logs/access_log",
“/var/log/apache2™,
"/var/log/wtmp"”,
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