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1. Arista ¥ Z
Atista ZZHALHE AL AR E AR, Bl E 0 S F i B A .

BEML

Show version LR B AFRA, A7, BEPHER, Bidis<E

Show inventory T8 F ¥ LAl N BOREFRCA:, Wnefil, R,

Show platform &H AHHLIRIET G o AHHLIRIET & T RE ARG A R 1M 2522

1.1 TEAFTERN
F Al 77 A (ZTP zero touch privisioning ), EBRIAFFE (U 4ol N EAZ O AT Hebl, 2
WRAZED o ZIrIEE N ESISC (startup-config) B3 3K H T DHCP )8 3 i
KL ABHE . — AT X TRZ 6 E S E, DR E N R E
(R REFE LA S 93 D3 28 ) T

FHAE 7%
localhost>zerotouch cancel /5% 4] 25 432 il 318 2 4 2

localhost>zerotouch /71 & 3B E AR =

12 FFHEEHN
T CE Y o R PR AT RCE . fER TR B LA, AU T kB 5

2. THHEABCE

21 EFHEHORE
%ﬂﬁ\@aﬁ Arista ETJ" ?@‘Q%};ﬁ)ﬂz% admin/%%ﬁ—%o

Switch(config)uesername admin secret arista /8% H ' admin, 2644 arista
Switch(config)#interface management 1 /3t NPT 1

Switch(config)#ip address 192.0.2.8/24 /Bt B & FE 1 1P bt
Switch(config)#tend /iR [FIREFAURR 2

Switch#twrite momery /{RAZAC &



22 BECESEMNCEH

Switch(config)#ip route 0.0.0.0/0 192.0.2.1
Switch(config)#end

Switch#write memory

23 EEEEFA
Arista ZZ M2 Console. ssh. telnet =FhiZE: 0. BRINEHL T,  Arista 1) ssh 5
console, *[] telnet. WIHFEFEGH telnet, NWFETHITE (FHRA telnet 4 X #

shutdown %) .

2.3.1 console Bt &
console BRIATF /G, Al fd A LA a2 HC B AR S

Switch(config)#management console /i A\ console

switch(config-mgmt-console)#idle-timeout 180 /Mt & timeout i [a] (Rl Z AR 8] L#EAE, B
B . SSH 5 telnet &L & /7L A

2.3.2 sshECE

Switch(config)#fmanagement ssh
switch(config-mgmt-ssh)#idle-timeout 180 / Bt & timeout H [f]

2.3.3 telnet it B
switch(config)#management telnet /i telnet

switch(config-mgmt-telnet)#no shutdown /)5 telnet
switch(config-mgmt-telnet)#shutdown /5% 4] telnet

switch(config-mgmt-telnet)#idle-timeout 180 / it & timeout Y [A]

3. R WEKREFEK

3.1 7%f# Enable %74

HEYHE &

Ctrl+c

Aboot#cd /mnt/flash ¥ ative directory /&5 N/mnt/flash
#i\ aboot ZH5, KAIUART ) username admin X B ) 2 15

P w NP



If the Aboot password is not known, enter an empty password three times, after which
the CLI displays: Type "fullrecover" and press Enter to revert /mnt/flash to factory
default state, or just press Enter to reboot:
Aboot#vi startup-config 7t Vi 14T JT startup-config
enable secret 5 $1$dBX02KpF$Pd4XYLpl0ap1ZaU7glGlw/F 3| enable 21547, ¥ thr
SENLENZATHT, % d MBRIZAT

7. Esc A5 “shift+: 7 HA wq B z fRAFIHIE H vi
Aboot#exit T 15 7%

3.2 kX startup-config i) % E

Switch#reload & 4%

Ctrl+c A\ boot process

i\ Aboot g

Aboot#cd /mnt/flash

Aboot#mv startup-config startup-config.old / &4 Startup-config ffJ 4 X N startup-
config.old

Aboot#exit /5 J& B

localhost>zerotouch cancel /EUTH ZTP #2E AR 20

switch#delete startup-config.old it =& A B &

ik wnN e

3.3 KEEI\ EOS 5 startup-config i) it &

Switch#reload & 3% %

Ctrl+c 3\ boot process

i\ Aboot ZfiL

Aboot #fullrecover

N yes mdi bl ZE, HERVEBMNER/mnt/flash B FTE $E. 3618351 boot-
config,startup-config,EOS,swi 3L 1F 3] /mnt/flash

. Aboot #exit /5 J3 % &

7. localhost>zerotouch cancel /HXH ZTP # 3 #5 (

vk wnN e

3.4 M USB 1kE EOS 5 startup-config i) ECE
24 console LIRS, AT A7 . B 6K EOS Image 244 %1 USB

F MS-DOS B FAT SCH#% Ak usB

7E USB L 62 TEXT S+, w44 A fullrecover

B TEXT 30, 744 A4 boot-config

7t boot-config LA HHIA: SWI=flash:EOS.swi
7

S



¥ EOS image SCA-45 DLE] USB W, JEE v %A EOS.swi

i\ USB £ 252 # L

& iERE )] console & A RS B

THR R ABE R RS, THHLMIBR N flash FUEE, FEHE USB HIEHE & i 2] A
i flash H1o

9. localhost>zerotouch cancel /HXH ZTP ¥ E #5 =0

O N w

3.5 FHAZEOS
Arista FEHEZ AT THRSERUE T EEH R A A BEAERL. ER 2 switch#reload

USB Memory

Command

copy usbl:/sourcefile flash:/destfile

Example

Schi#tcopy usb1:/EOS-4.9.2.swi flash:/EQS-4.9.2.swi

FTP Server

Command

copy ftp:/ftp-source/sourcefile flash:/destfile

Example

Schi#tcopy ftp:/user:password@10.0.0.3/EO0S-4.9.2.swi flash:/EQS-4.9.2.swi

SCP

Command

copy scp://scp-source/sourcefile flash:/destfile

Example

Sch#tcopy scp://user:password@10.1.1.8/user/EOQS-4.9.2.swi flash:/EQS-4.9.2.swi

HTTP

Command

copy http://http-source/sourcefile flash:/destfile

Example

Sch#tcopy http://10.0.0.10/EOS-4.9.2.swi flash:/EQS-4.9.2.swil.switch#copy usb1:/EQS-4.9.2.swi

flash:/EOQS-4.9.2.swi

4. EXmESNH

41 HREXWL

{HH Alias #74>, AIAIE H© Xme
Command Syntax £FHHE T

alias command_alias original_command
no alias command_alias



default alias command_alias

Switch(config)#alias srie show running-config interface ethernet 1-5
Switch(config)#srie

interface Ethernetl

switchport access vlan 33
storm-control broadcast level 1
spanning-tree portfast
spanning-tree bpduguard enable
interface Ethernet2

switchport access vlan 33
spanning-tree portfast

interface Ethernet3

switchport access vlan 33
spanning-tree portfast
spanning-tree bpduguard enable
interface Ethernet4

interface Ethernet5

shutdown

4.2 REJBBIOLIF

¢ Ctrl-B or the Left Arrow key: Moves the cursor back one character.

e Ctrl-F or the Right Arrow key: Moves the cursor forward one character.
e Ctrl-A: Moves the cursor to the beginning of the command line.

o Ctrl-E: Moves the cursor to the end of the command line.

* Esc-B: Moves the cursor back one word.

e Esc-F: Moves the cursor forward one word.

4.3 PREEREEIEFREN
Ctrl+p B¢ UP &EF L —%m %

Ctrl+n 5% down &F N —%m 2

4.4 Xl
A H E XH Bl R i AR R 4
switch#schedule backup-test interval 60 max-log-files 24 command show

running-config %4 backup-test FITHRI{ESS, B4 60 7%, HmAAEMHE 24, BIMEH

show running-config 7% .

4 5 FEHMRmS
L AT IR AR R AR, AN R . s TR AR, 1P HikEAR AR,

Switch#tshow event-handler &



Switch#no event-handler onstartup Ml % 4% 4 onstartup 3544

SINTF interface name.
SOPERSTATE current operational status of the specified interface.
SIP-PRIMARY current primary IP address of the specified interface.

Trigger fili & S AF 26 &

¢ EVENT event which will trigger the configuration mode event handler. Values include:

— onboot triggers when the system reboots, or when you exit event-handler configuration
mode. This option takes no further arguments, and passes no environment variables to the
action triggered.

— onintf INTERFACE CHANGE triggers when a change is made to the specified interface.

¢ INTERFACE the triggering interface. Values include:

— ethernet number Ethernet interface specified by number.

— loopback number loopback interface specified by number.

— management number management interface specified by number.

— port-channel number channel group interface specified by number.

— vlan numver VLAN interface specified by number.

¢ CHANGE the change being watched for in the triggering interface. Values include:

— ip triggers when the IP address of the specified interface is changed.

— operstatus triggers when the operational status of the specified interface changes

a0
switch(config)#event-handler eth_4 /6li eth_4 fYSE{4

switch(config-event-eth_4)#action bash email x@yz.com -s "Et4 $OPERSTATE" /
&KX Et4 SOPERSTATE Z| emailx@yz.com

switch(config-event-eth_4)#trigger onintf ethernet 4 operstatus /ft& 514 ethd
ORRZESZEAL

switch(config-event-eth_4)#delay 60
switch(config-event-eth_4)#exit

R | BRIEEMY D URRITE IR L ECE B,

4.6 RHEHHBRETE
Switch#Show platform

10



e DCS-7048T Petra

e DCS-7048T-A Petra

¢ DCS-7050Q-16 Trident
¢ DCS-7050S-52 Trident

¢ DCS-7050S-64 Trident

* DCS-7050T-52 Trident

* DCS-7050T-64 Trident

e DCS-7120T-4S FM4000
e DCS-7124FX FM4000

e DCS-7124S FM4000

e DCS-7124SX FM4000

e DCS-7140T-4S FM4000
e DCS-7148S FM4000

e DCS-7148SX FM4000

e DCS-7504 Petra

e DCS-7508 Petra

4,7 Linux fr$
ARAEZRET Linux FF&RY , R ENEER linux

Switch#bash /#N linux

[admin@Switch ~]$ logout /iBH linux Bf#EF8 Ctrl+D 8 exit

7 Linux (ERMERREN , THITHS

¢ delete: Delete a file or directory tree.

¢ copy: Copy a file.

¢ more: Display the file contents.

o diff: Compares the contents of files located at specified URLs.
* rename: Rename a file

¢ cd: Change the current working directory.

e dir: Lists directory contents, including files and subdirectories.
¢ mkdir: Create a directory.

¢ rmdir: Remove a directory.

¢ pwd: Display the current working directory.

4.8 BT

ZIANERT . FiEH Console £3F , terminal length #2 disable [,

switch#terminal length 10 /&7x 10 17

switch#no terminal length /A8

11



switch(config)#terminal length 0 /AE7R

switch#terminal monitor
switch#no terminal monitor

switch#default terminal monitor

5. BEZHNL

51 HECER
Switch(config)#hostname salesl /BCE3THAHBZTR

Switch(config)#ip domain-name aristanetworks.com /Et&ig#

Switch(config)#ip name-server 10.1.1.24 10.1.1.25 172.17.0.22 /EZ& DNS fR55E8
Mtk |, B 3eEF 3 Mk

5.2 FCER4S
Switch#clock set 08:15:24 26 April 2010 /BELEIEHATE

Switch(config)>show clock

Switch(config)#clock timezone /ECEARTX

I SZES NTP fRBesRASEH
Switch(config)#ntp server local-NTP
Switch(config)#ntp server 172.16.0.23 Prefer
Switch(config)#ntp server 172.16.0.25
Switch(config)#show ntp status /&Z& NTP iEZIRR

Switch(config)#show ntp associations/&%& NTP RS 2&URECE

12



5.3 [E¢E Banner

I SZFFFFE Banner,—F2 login banner , 5—F& motd banner,
Login banner

Switch(config)#banner login

This is the first line of banner text. Eof /EOF "R X AN , IBHIFE

54 HEEF4RMN
EHBEUSEM mac, route, arp R, BABRTEAEH. ZFrA9SE0ERNET , 1B
RIEHEISHMER | FrAVEURISSERE.

13 - buffer 2AJ1EIARY , B2 buffer AT , FTAVEIESEIBESIRNEEE | NLEiE,
Switch(config)#no event-monitor all /XIFASEHIEE

Switch(config)#event-monitor route /FEEHEE

Switch#event-monitor clear /BIRFIESMHHCR , WREFHBIWBIR.

Switch(config)#event-monitor buffer max-size 48 /iF%& buffer K/\J3 48KB,
Buffer SBEIR 6-60KB , ZXAE 32KB,

Switch(config)#event-monitor backup path sw-event.log /&HEHaEEER sw-

event.log
Switch(config)#dir /BB

Switch(config)#event-monitor backup max-size 4 /EMXED KN

Switch(config)#event-monitor sync /izip<&45 buffer 5 backup EZEI—NUE

SQLite BIMHEE, /tmp/eventmon.db

BEASSHS

13



switch#show event-monitor mac
switch#show event-monitor arp

switch#show event-monitor route

6. JEBNAZHNL
SHEHSTIS USB , {BRSzHS NTFS #&=thy | (X3S FAT & VFAT,

A ENHTEEBRANT
Inz EOS F&3f4
[EENEARAHE

HITER

EEEORE

BCEEMRESEL

6.1 MEXH
e & {4EE boot-config,running-config,startup-config,

6.2 Boot-config
BIERINERYRENERIE SRERTR. Boot-config & ASCIX , FkECE

console , i EOS & , IEEVIIAMLZIZE.

{£F3 SWI ap SR LIEEFREINEAY EOS RIGRINE SETR
BOOT system &5 &

(config)#more boot-config

(config)#show boot-config

14



Switch(config)#boot system usb1:EOS1.swi /ExhftiET USB
Switch(config)# boot system flash:EOS.swi

switch(config)#boot secret 0 xrl9v /iZ& BOOT 13

— 0 the password is clear text. Equivalent to the <no parameter> case.
— 5 the password is an md5 encrypted string.

switch(config)#no boot secret

switch(config)#boot console speed 4800/ EEX console [1iEZ , BHIAR 9600 , X2
HfthiE= 1200, 2400, 4800, 9600, 19200, or 38400

6.3 ZTPE
==ty

SWiI=flash:EOS.swi (flash drive location)

— SWI=usb1:/EOS1.swi (usb drive location)

— SWI=file:/tmp/EOSexp.swi (switch directory location)
— SWI=/mnt/flash/EOS.swi

— SWI=http://foo.com/images/EOS.swi

— SWiI=ftp://foo.com/images/EOS.swi

— SWiI=tftp://foo.com/EOS.swi

— SWi=nfs://foo.com/images/EOS.swi

BoEM4

NETDEV=mgmtl,

15



NETAUTO=dhcp
NETIP=10.12.15.10
NETMASK=255.255.255.0
NETGW=10.12.15.24
NETDOMAIN=mycompany.com

NETDNS=10.12.15.13

6.4 EEMIE
XEATRIER

switch#reload in 12:00 /12 NMNERER

switch#reload at 12.00/ £ 12 R&/F

switch#no reload/ XFiHHIER

switch#reload reason this reload is planned /iENNEERE

switch#show reload

6.5 WREMLE
FRrERRZSERERFH action , — N2 shutdown,—/N2 ignore,

Switch(config)#environment overheat action ignore
Switch(config)#environment insufficient-fans action ignore
Switch(config)#environment fan-speed override 50 /A%E 30-100

Switch>show environment temperature /BEEEE

16



— Ok All sensors report temperatures below the alert threshold.

— Overheating At least one sensor reports a temperature above its alert threshold.
— Critical At least one sensor reports a temperature above its critical threshold.
— Unknown The switch is initializing.

— Sensor Failed At least one sensor is not functioning.

Switch>show environment cooling /BEEXE

— Ok no more than one fan has failed or is not inserted.

— Insufficient fans more than one fan has failed or is not inserted. This status is also displayed
if fans with different airflow directions are installed. The switch shuts down if the error is not
resolved.

W

— OK The fan is operating normally.

— Failed The fan is not operating normally.

— Unknown The system is initializing.

— Not Inserted The system is unable to detect the specified fan.

— Unsupported The system detects a fan that the current software version does not support.

Switch>show environment power /&R

Switch>show environment all /&E&FE

7. ZHHl O

media type or wavelength, if PHY encoding type Number of WWDM wavelengths or XAUI
media type is fiber Lanes

C = Copper (twin axial) R = LAN PHY (64B/66B) If omitted, value = 1 (serial)

T = Twisted Pair X = LAN PHY (8B/10B) 4 = 4 WWDM wavelengths or XAUI Lanes
S = Short (850 nm) W = WAN PHY(*) (64B/66B)

L = Long (1310 nm)
E = Extended (1550 nm)
Z = Ultra extended (1550 nm)

Table 8-1 10GBASE-xyz Interpretation

71 BRERRE
RIS EHE cut-through ( FEMESEEIEIREE R ) #1 store-and-forward ( &S
BEWEEHEAR )

Unicast addresses: the I/G bit is 0: 1234.1111.1111 is a unicast MAC addresss.

o Multicast address: the I/G bitis 1: 1134.1111.1111 is a multicast MAC address.
17



broadcast address is always FFFF.FFFF.FFFF

switch(config)#switch forwarding-mode store-and-forward /ENIEAIER NTEiEEE
Y3
switch(config)#show switch forwarding-mode /BEEEAEL

switch(config)#interface ethernet 5-7,10 /HANIROERE

switch(config-if-Et7)#mac-address 001c.2804.17el /ECE#EOIRY MAC itbtik, 1HEALED
ERVEIZIE MAC itilit , AR miRiEM < ATttt

R ERESF 384 MNimH , —~ 48 ORISTRMA 6 4 PetraA ASIC & H , 8N H
= 8 NimH, BIABRT , e

e chip O references ports 1 through 8

« chip 1 references ports 9 through 16
« chip 2 references ports 17 through 24
« chip 3 references ports 25 through 32
« chip 4 references ports 33 through 40

e chip 5 references ports 41 through 48

7.2 QSFPE
RIS HF QSFP &R, ZIERAIE X A— 40G AYimAEK 4 4™ 10G B9imA. #H1T
QSFP imEMAY , InASHEFTHT , TE 1 o#pLl EARTEERiRO.,

QSFP+ modules are supported on these Arista switches:
« DCS-7050S-64: interfaces 49-52 (four interfaces).
« DCS-7050T-64: interfaces 49-52 (four interfaces).

« DCS-7050Q-16: interfaces 1-16 (16 interfaces).

18



7.2.1 5 OECA—A 40G K% O
switch(config)#interface ethernet 49/1

switch(config-if-Et49/1)#speed forced 40gfull /i&imOEN I— 40G 1O

WNRE— 406G 90O , MERUF 40G port configuration: 49/1 is connected or not
connected; 49/2, 49/3, and 49/4 is errdisabled.

7.2.2  SREOECATA 106G K% O
switch(config)#interface ethernet 49/1

switch(config-if-Et49/1)#no speed forced 40gfull

WNERZEMA 106G O, ME3I0T 4x10G port configuration: 49/1, 49/2, 49/3, and

49/4 status is connected or not connected.

7.3  QSFP-SFP IO E

SR ERBSFAE QSFP 5 SFP 1&RIR |, EEFFRIRESRILUER | NAEN —17
QSFP ( PU@ERT SPF) , —#H 4 MY SFP, QSFP BinSZEMRSIE , BRI LA
—50, B—1 40G YOI 10G A9,

»

{BRENE(E DCS-7050Q-16 IAFIFREEimAIMER ( \RASHF 64 110G iw[ ) . HEH
AEEHE 16 1 QSFP 5 8 4 SFP+if. E enable —4H 4 MY SFP+iw , MIAZRHERL
fY disable —™ QSFP i, 97 MEEXFERE , NLAENFAS hardware port-
group, FEREHENAESIEN. RABERTER 16QSPF imM.,

Port Group 1 Port Group 2 QSFP Poris enabled SFP Poris enabled Default
(JSFF+ enabled QSFFP+ enabled 16: Ports 1-16 none Yes
QSFFP+ enabled S5FF+ enabled 15: Ports 1-15 4: Ports 21-24 Mo
SFF+ enabled (SFF + enabled 15: Ports 1-14, 16 4: Ports 17-20 Mo
SFP+ enabled SFP+ enabled 14: Ports 1-14 8: Ports 17-24 MNo

Table §-2 Port Group Configuration Options

ERIAFCE: 16 4> QSFP ¥# [ enable, SFP ifij [ disable

QSFP+ interfaces in both port groups:

19



switch(config)#hardware port-group 1 select Et15/1-4
switch(config)#hardware port-group 2 select Et16/1-4

H4 2. 8 SFP Ui 1 enable,1-14QSFP Yt enable,15-16QSFP ¥ii I disable

switch(config)#thardware port-group 1 select Et17-20
switch(config)#hardware port-group 2 select Et21-24

204 3:4 /> SFP i I enable,15 i~ QSFP Ui [ enable.

switch(config)#thardware port-group 1 select Et17-20
switch(config)#hardware port-group 2 select Et16/1-4

8. Port Channles 5 LACP
Port channel ¥ & A2 ¥ L 55 SCHF 16 N BRI SR B o

MLAG RIS AZ WL BRI SRS (W ERSHML) , s i 32 NMEH, 320GB wik. 164 B
TWALTCA, L SPT WO o it I FHLZE, 4N B, ) |y BH ZE3E N 58 ROIRES
Arista S FF G B 4 DL active/active #50, KRR E 7 HIE L&

MLAG %57 7 B B S0 B0 LACP BLsUHF i . MLAG 257 [r i FR B 4% LU b — YR R 5l LACP
PDU, 4[m]4 58 il i 165 30 04 L A2 #: PDU. ERIA Timeout W H]) 2 30 #0, ikt a] g
90 FP. Fallback 5% v i/F i L 78 AR 4252 21| LACP PDU HiI, HZIERK LAG.

Table 2-1 Valid LACP Mode Combinations
Switch 1 Switch2 Comments
active active Links aggregate when LACP negotiation is successful.
actve passive Links aggregate when LACP negotiation is successful.
passive passive Links aggregate without LACE
on — Links aggregate without LACE

8.1 & MLAG

8.1.1 MEEX#ALIEK port-channel
switchl#conft

switch1(config)#int ethernet 1 -2 #f A\ 1-2 ¥ [
switch1(config)#channle-group 101 mode active flJ% channel-group 101, JFJ5 LACP /¥
switch1(config)#interface port-channel 101 €lJ% port-channel 101

switch1(config)#switchport trunk group mlpeer 1) 4 A mipeer K] trunk group
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switch1(config)#exit

switch2(config)#int ethernet 1 -2 # X\ 1-2 ¥ [

switch2(config)#channle-group 201 mode active il channel-group 201
switch2(config)#interface port-channel 201 1% port-channel 201
switch2(config)#switchport trunk group mlpeer ] 44 A m2peer ] trunk group

switch2(config)#exit

8.1.2 Gl SVI
switchl#tconf t

switch1(config)#vlan 4094 Al —MANE H I vian 7E2N MLAG (] AH B i@ bk
switch1(config)#trunk group mlpeer ¥4 1 5 FH FiZ% vlan

switch1(config)#ip address 172.17.0.1/30 i & vlan [¥] 1P Hihi
switch1(config)#no autostate

switch1(config)#exit

switch1(config)#no spanning-tree vlan 4094

switch2#conf t

switch2(config)#vlan 4094 fll% —NANE FIY vian /E24 MLAG [A)AH FLiE vH IR
switch2(config)#trunk group m2peer ¥ $% 15 FH Fi% vlan

switch2(config)#ip address 172.17.0.2/30 fic & vlan F¥] IP ik
switch2(config)#no autostate

switch2(config)#exit

switch2(config)#no spanning-tree vlian 4094
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8.1.3 ELERXMpIX vmiEsE:
switchl#tconft

switch1(config)#mlag configuration #f A\ MLAG it &
switch1(config)#local-interface vlan 4094 Fit & MLAG FJ#% /& Vlan4094
switch1(config)#peer-address 172.17.0.2 48 7€ % i ] PEER ik
switch1(config)#peer-link port-channel 101 $& & H T &%) i (1A port-channel
switch1(config)#domain-id mlag01 A% I A 44 mlag0l ¥ MLAG 3
switch1(config)#heartbeat-interval 2500 5& X Uk £k 55 5 ) 6] 2500
switch1(config)#reload-delay 150 & X 1%k

switch1(config)#exit

switch2#conf t

switch2(config)#mlag configuration # A\ MLAG [ic &

switch2(config)#local-interface vlan 4094 At & MLAG J$% /& VIan4094
switch2(config)#peer-address 172.17.0.1 48 & X4 ) PEER Hhuhik

switch2(config)#peer-link port-channel 201 & € A& port-channel
switch2(config)#domain-id mlag01 A7 I A 44 mlag0l ] MLAG 35k CAZ[RIfE—MEk)
switch2(config)#heartbeat-interval 2500 5& X ok 2k 56 #T S (8] 2500 CAZ0AHTE)
switch2(config)#reload-delay 150 & X 1%k

switch2(config)#exit

PAESB R CL5E S HebiLIE] MLAG (1615
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8.1.4 HB—BEXHHL

G — 6 Z 2N, WAHRI) MLAG L&
switchl#tconft

switch1(config)#interface ethernet 24 3 A\ ¥ [
switch1(config)#channel-group 1 mode active !/% channel-group 1
switch1(config)#interface port-channel 1 £J% port-channel 1
switch1(config)#fmlag 1 #7 I mlagl fAIFR%:

switch1(config)#exit

switch2#conf t

switch2(config)#interface ethernet 23 3 A\ ¥ [
switch2(config)#channel-group 1 mode active /% channel-group 1
switch2(config)#interface port-channel 1 f]% port-channel 1
switch2(configl#mlag 1 #T I mlagl FFRZS

switch2(config)#exit

switch3#conf t

switch3(config)interface f0/18 -19
switch3(config)channel-group 2 mode active
switch3(config)interface port-channel 2

switch1(config)channel-group 2 mode active

8.1.5 HEKMRSTA
B — G RS SN

switchl#tconf t
23



switch1(config)#interface ethernet 22 #f A\ i [
switch1(config)#channel-group 1 mode active fl/& channel-group 1
switch1(config)#interface port-channel 1 f]% port-channel 1
switch1(configl#mlag 1 #J I mlagl FJFRZ:

switch1(config)#exit

switch2#conf t

switch2(config)interface ehernet 21
switch1(config)channel-group 1 mode active
switch1(config)interface port-channel 1

switch1(config)mlag 1

82  Hifiird

8.2.1 }¥%i 0 M channel group HF#HKR
switch1(config)Int g0/1

switch1(config)no channel-group

8.2.2 LACP lREB#4
RGNS

ARG 2BONEFE LACP RGILSE S IIMF Vil 5 B R & L. LACP MR SEEV]N, 1
S .

Switch(config)#lacp system-priority 8192

3w e 4k

Switch(config-if-Et1)#lacp port-priority 4096
LACP =R

Switch(config-if-Et4)#lacp rate fast

LACP fallback fEZ,
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Fallback B 70 ¥ i I FE AR $2 52 3] LACP PDU Hi, HZhA K LAG
Switch(config-if-Po13)#port-channel lacp fallback
Switch(config-if-Po13)#port-channel lacp fallback timeout 60 /5 X timeout F[f]
switch(config-if-Po5)#port-channel min-links 4 / & X #5 /N 3 175 4% 26 51

AN % S BB SR IBIL T port-channel P ) 2 2K BE#S 1 Kot 0.5k
[¥] hash {ERIERR K. Hash (R 2 e BE AT HUE— > active IR T BB K. EA
BUAT LA lag 8] 1 58251, RIS thOREE 1 AE — i o i T Bl il /) — i 2%
B2

7E Mlags B2 Bg 12 W25, HHIE I Coat (H2 FETA M MK A AR IF KT hash TH5 F 5L
Hash Pi# AL, M5 MLAG B LAG 1885 % oy AT 2 1 S 2 A i . 1% 07 A8 ] e il 5
A hash SRR

Hash 59L2E T ASIC BEF, ARIITFEHARNFE. EE: BEAR KRR 20k
FRRAZ ]

FM4000 “F£& :

Switch(config)#port-channel load-balance fm4000 fields ip mac-header
Switch(config)#port-channel load-balance fm4000 fields mac dst-mac eth-type

Trident ‘4 :

Switch(config)#port-channel load-balance trident fields ip mac-header
Switch(config)#port-channel load-balance trident fields mac dst-mac eth-type

9. ACL V5 M| ##1|513R

9.1.1 FFIgE

Supported Features

Ingress ACLs.

Port ACL applied on layer-2 ethernet interfaces.

Port ACL on port-channel interfaces. Ports in a port-channel apply the port-channel's ACL.
Filters: IPv4 protocol, source and destination address, TCP and UDP ports, TCP flags, and TTL.
List size: 512 active rules. Diminished capacity if rules contain L4 and port range filters.
Broadcast and Multicast storm control.
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9.1.2 AZFFEIhEE

Features Not Supported

+  Egress ACLs.
+  FHlters based on IPvo/MAC.

10. VRRP 5 VARP

10.1 VRRP /I

VRRP B[l Virtual Router Redundancy Protocol, i 15— 2H % i 2% ] A Bl — A KRS 4% 25
7E active-standby [MHC B I H RS ML TCR LR . 1ZBHLES A5 7EJL 211 LAN FRA 2 F—
AN R o

—/NERUE #8045 VRID C(virtual router identifier) 5 virtual ip address. P/~ RS HH #5
ANBESIBCE] A VRID, B A AT TZEAN[E] 9 VLAN.  [7]—N LAN B8] LA 22/ e U0 H 2% sk 3L )
SRR . BB A B ME—(1) VRID.

VRRP i [f] priority ratings K45 %€ Master B¢ Backup. Master % 1 884 7E LAN k1% J& #A P
VRRP | #EE ., ¥ REHEE . Backup M HZSALLE inactive JIRZS, (BB 40 Master % H %% i
PR, I#: 2] active RE .

BRANIE LT ) VRRP it & -

Router priority (default = 100)

Preemption option (default is enabled)
Advertisement timer (default = one second)
Description (optional parameter)
Authentication (optional parameter)
Secondary IP addresses (optional parameter)

$8 5 Master 5 Backup % H1 %%

TE R — RS s 4l b, VRRP JEIT & E L Ao JoRiIEF: Master. REZAEH 254 (Al
2 1 (RS , BRI N 100.

Preemption mode Bl 545, 15 Preemption 715, VRRP BL4Ei% B 4 26 2% 1) 4% i ke
N Master. WIERAKRIFE, WIRMEE S0 IS H A A S EIEBCN Master,  BRAE 24T
] Master ANAJH .

PATAT LLIE T B S ok T8 Master B HI2S .

A

-,
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switch(config-if-vI20)#vrrp 15 priority 250 /AC & RS H VRID15 LS4 A 250
switch(config-if-vI20)#no vrrp 15 preempt /2% ] KEFULES I VRID15 1] preempt 5
switch(config-if-vI20)#vrrp 30 preempt /T 5 B2 LS FH 25 VRID30 1) preempt £z
switch(config-if-vI100)#vrrp 35 timers advertise 10 /& Y. VRR35 i 45 i ] 2y 10 #0
switch(config-if-vI20)#vrrp 15 description Laboratory Router /#sJ1 VRRP15 ik

switch(config-if-vi100)#vrrp 40 authentication text 12345 /3€ SGAUEZRY ([F]—/N2H LR 420
15 FAH R GIE 2565

switch(config-if-vI20)#vrrp 15 ip 10.2.4.5 secondary /1§ € secondary it
switch(config-if-vI20)#vrrp 15 ip 10.1.1.5 /45 %€ primary ik
switch(config-if-vI20)#vrrp 24 shutdown /FFUfi VRRP
switch(config-if-vI20)#no vrrp 24 shutdown /<[4 VRRP

10.1.1 F2& VRRP
Example 1.

AR AN BN AL [R]—S RE A 4L, PAORY H AR — & i et I e

Figure 13-2 VERP Example 1 Network Diagram

Router A Router B A VRID P Address  Master Rowier  Backup Router

_I_ Wirtual Riouter #1 10 10.10.4.10  Rouisr A Router B
A |2

7] By A0 A0 A 0§
I-*” I_)‘2 |_)‘3 I-*” WLAM 50: 10.10.4.0 / 24
ﬁ] [} [} =
Default Gateway  10.10.4.10 10.10.4.10 10.10.4.10 10.10.4.10

fic B SR B AN EMLAE[F]— VRRP 4. vlan50 Hf] router-a JA Master
router,router-b 4 backup router. Router-a fL7GZ% A 200, router-b NERINL IS 100, 1H
AN 3 Fb—K. Preemption /B CERIAEL 2T B B

Switch-A(config)#interface vlan 50

Switch-A(config-if-vI50)#ip address 10.10.4.1/24 /5 X vlan ip Ml

Switch-A(config-if-vI50)#no vrrp 10 /73 preemption

Switch-A(config-if-vI50)#vrrp 10 priority 200 /& S A5 2%

Switch-A(config-if-vI50)#vrrp 10 timers advertise 3 /7€ X i & i [A]
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Switch-A(config-if-vI50)#vrrp 10 ip 10.10.4.10 /€ X primary ipttihl, BIERIAMC,

Switch-A(config-if-vI50)#exit

Switch-B(config)#interface vlan 50

Switch-B(config-if-vI50)#ip address 10.10.4.2/24

Switch-B(config-if-vI50)#no vrrp 10

Switch-B(config-if-vI50)#vrrp 10 timers advertise 3
Switch-B(config-if-vI50)#vrrp 10 ip 10.10.4.10

Switch-B(config-if-vI50)#exit

Example 2

T B P AL — A VLAN ZEPIAS VRRP 4Ho 10 B 2 IREE lan H S B Lk Rs, (AR 4340

Nyl =R
/}ﬁ Ho

Figure 13-3

VRRP Example 2 Network Diagram

T

~ VRID IPAddress MasterRouter Backup Router
o o irtual Router #1 10 1010410 Router A Router B
Router A Router B Virusl Router #2 20 1010420 Router B Router A

s N
B =
] ]

Default Gateway 10.10.4.10 10.10.4.20

I.-13

=

10.10.4.10

10.104.20

VILAN 50: 10.10.4.0 /24

Mo B K -

B B vlan50 R LS 4 10 fY router-a iy Master, FEi & router-b “A4 backup.
Bt B vlan50 R LS 4 20 f router-b iy Master, it & router-a JA4 backup.
Wi B R U 4 10 AIE 5 (IR 9 3 B, B8 tH4H 20 (a5 (RIS A 5 FD.
Preemption JF/5 CERINELZTF S H)D

Switch code that implements Router A on the first switch
Switch-A(config)#interface vlan 50 /it A\ vlan50

Switch-A(config-if-vI50)#ip address 10.10.4.1/24 /5E X vlan50 [ IP ik
Switch-A(config-if-vI50)#no vrrp 10 /75 preemption

Switch-A(config-if-vI50)#vrrp 10 priority 200 /€ X L4 10 I 52N 200
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Switch-A(config-if-vI50)#vrrp 10 timers advertise 3 /5 Sl 5 A] g 3 Fb
Switch-A(config-if-vI50)#vrrp 10 ip 10.10.4.10 /5E S VRRP R4l 1P Hudik, BIERINRISE
Switch-A(config-if-vI50)#no vrrp 20

Switch-A(config-if-vI50)#vrrp 20 timers advertise 5

Switch-A(config-if-vI50)#vrrp 20 ip 10.10.4.20

Switch-A(config-if-vI50)#exit

Switch code that implements Router B on the second switch
Switch-B(config)#interface vlan 50
Switch-B(config-if-vI50)#ip address 10.10.4.2/24
Switch-B(config-if-vI50)#no vrrp 10
Switch-B(config-if-vI50)#vrrp 10 timers advertise 3
Switch-B(config-if-vI50)#vrrp 10 ip 10.10.4.10
Switch-B(config-if-vI50)#no vrrp 20
Switch-B(config-if-vI50)#vrrp 20 priority 200
Switch-B(config-if-vI50)#vrrp 20 timers advertise 5
Switch-B(config-if-vI50)#vrrp 20 ip 10.10.4.20
Switch-B(config-if-vI50)#exit

10.2 VARP

VARP B} Virtual-ARP fC¥F7E active-active FAEEHT, Z2ANAZ AL R % B AH [R] bk i) 2504 0.
GFANAS WML 2 B AH[F] 1 virtual IP address , virtual MAC address. £ MLAG ¥ 5591, VARP
ZARF VRRP, [KN VARP N5 B A% VRRP ARFELZNZ T Master 4 Hi 88 .

VARP H K 3CFF 500 /N EFUMIE . BT 9 VLAN Sty 1) R ULt kb A5 FH [RIRE 9 2 400 MAC bk

1) Virtual IP Addresses
{# F ip virtual-router address K45 52 4L 1P Hiuhik

Switch(config)#interface vlan 4094 /i3 A\ VIan4094
Switch(config-if-VI4094)#ip address 10.0.0.2/24 /$&5€ primary IPHiE
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Switch(config-if-VI4094)#ip virtual-router address 10.0.0.6 /45 7€ J& 48\ 4% 1 (1P b ik
Switch(config-if-VI4094)#exit

2) Virtual MAC Address
i ] IP virtual-router mac-addresss 774 K45 & A #AHLI REFL MAC Hitlk. 22
WL BT A 1) virtual IP address BB #1i% MAC k. izt 2 R, A&l
IR KRR FAR AL
Switch(config)#ip virtual-router mac-address 001¢.7300.0099 /45 i€ & 1, MAC Huhik
switch>show ip virtual-router / X &t & [ virtual ip address 5 virtual mac address

Fizure 13-1 VARP Configuration

S, Router B
2

:

I

i
."'I

1010410 | Virtual |P Address

j":”:_ =TI

= 10.10.40 ]
I-“' |_112 a5 VLAN 50 10.10.4.0 / 24
] (=] 0
Default Gateway  10.10.4.10 10.10.4.10 10.10.4.10 10.10.4.10

Example 1
FE[F—/> MLAG $5 L & A # LG & N VARP 4.
(=R
Fii# 10.10.4.10 4 vlan50 (¥ 1P Hhdik.
& 10.24.4.1 4 vian70 f¥IREHL 1P Mtk
B A HRHLI A MAC Hbik 4 001¢.7300.0999.

Switch code that implements VARP on the first switch

Switch-A(config)#ip virtual-router mac-address 001c.7300.0999 /Mt & & A MACH 1
Switch-A(config)#interface vlan 50 /i Avlan50

Switch-A(config-if-vI50)#ip address 10.10.4.1/24 /Fc B vlan ] IPHEHE
Switch-A(config-if-vI50)#ip virtual-router address 10.10.4.10 /Fic & REfALIPH 1iE
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Switch-A(config-if-vl50)#interface vlan 70
Switch-A(config-if-vI70)#ip address 10.24.4.17/24
Switch-A(config-if-vl70)#ip virtual-router address 10.24.4.1
Switch-A(config-if-vl70)#exit

Switch code that implements VARP on the second switch
Switch-B(config)#ip virtual-router mac-address 001¢.7300.0999
Switch-B(config)#interface vlan 50

Switch-B(config-if-vI50)#ip address 10.10.4.2/24
Switch-B(config-if-vI50)#ip virtual-router address 10.10.4.10
Switch-B(config-if-vI50)#interface vlan 70
Switch-B(config-if-vi70)#ip address 10.24.4.18/24
Switch-B(config-if-vI70)#ip virtual-router address 10.24.4.1
Switch-B(config-if-vI70)#exit

HAth iy 4
Switch(config)#ip virtual-router mac-address advertisement-interval 60 /7€ X MACH: S 38 25 i

[
Switch(config)#no ip virtual-router mac address [mac_addr] /B 5E #AMACHE S

11. Spanning Tree Protocol
Spanning Tree Protocol F SRR LAR N —JZA B . Arista 32 #F Rapid Spanning Tree,
Multiple Spanning Tree, LA /% Rapid-Per VLAN Spanning Tree protocols.

—/NBATIEFE LRI, WA —4% Active ISR AFAAE TAEE P TAER ] . Spanning
tree HX TAET =2, BHIEMK LB . STP OVF— AN hEE LR . Bl—4
active BE% 55— backup FER1%E, 4 active I{1ZHERT, backup BEE% H 515N active #4% .
STP IJAR#E & IEEE802.1D.

Arista SR STP AT R

+ Rapid Spanning Tree (R5TP)
*  Multiple Spanning Tree (M5TP)
+ Rapid Per-VLAN Spanning Tree (Rapid-FV5T)

11.1  STP #MX
STP IbnifE /& IEEE802.1D, 1ENEF-RRAN STP Wi, & FEA MASPRE:

1. BN, HISE 5.
2. BALELEE—> STP B
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11.2 Rapid Spanning Tree Protocol (RSTP)
RSTP [RIAnHESE 802.1W. 44 HIIRAR{LIN), RSTP #RALPLE . 1 STP —KE, HEALK%
WAE[F—A> RSTP HL.

11.3 Rapid Per-VLAN Spanning Tree Protocol (Rapid-PVST)

PVST SCHFEREAS VLAN BB & —A> STP,  RIE JLAS VLAN A JLAS STP. PVST SCRFEAN™
IR N LN )2 load balance. Load balance #&3& T/~ [F] VLAN 8] Load balance. &
(RIS SAH B 1

Arista S #¥ Rapid-PVST. Rapid-PVST &3 T PVST 5 RSTP fiTAEHIRA, HSuEEH, H
SCRFEEAS VLAN 1) STP. 0] PATE — 294N [F] VLAN [A] Load Balance.

11.4 Multiple Spanning Tree Protocol (MSTP)
MST K J&T RSTP, ZPMYAEE— VLAN B, BIa] DURRE IS, S Al LA load balance.
MSTP [a] %% RSTP. ERIEDL T, Arista ff FH (152 MSTP .

MST TSR 2 S VLAN JERG— Instance. ZMHZE 0B 2 MNER BRIZ, 24—
instance &R, AN2Enn HA instance, RIILIZS TR A KHIHE S .

11.4.1 MTS Regions

MST Regions T2 [AIFE MST B B HIMF4L. B4 Region S £Fix % 65 I~ spanning-tree
instances. MST regions I A FRIPIRAS . 45, VLAN-to-instance map SKFriR. Fra
LML AL EAHE . R MST Region members 2 5 %i|—- Region [/ MST instance.
VLAN [d]— 8] R SR VR0 48 5E 48—~ STP instance. MST 343 i K region HUE [ PR .

11.4.2 MTS Instances
A MST #EFRIRA— A5 VLAN Bt &) 0-4094 ] instance 5. —> MST region 4%
£ E spanning tree instances:—}> internal spanning tree instance(IST), L& —> multiple

spanning tree instances(MSTI).

IST: IST s& MST region " ERIA Y] spanning tree instance, Jf H &LJ& instance 0. ‘&N region
PRRIREE s, RN 8 A R 73 BC 4 MST instance ) VLAN L .

MSTI: MSTI 2l i MST FL' &, 4o H 23 4E 1 VLAN. VLAN 73 Bigs —A> MSTI 2 M
IST instance 1%, 7E MSTI H1[#) VIAN A 5—/> B M[#) Spanning tree topology 1817 . iX
TN EE VLAN #RJE T — B Instance. MST instance fEiZ %5 /&7 1K),

11.5 AREfRAE SPT M EFA M
WX 2% R R AZ AL AT LAIZ AT AR SPT fRA . CST (common spanning tree) X STP, RSTP,
MSTP, LA Rapid-PVST ki, H&— AL 4% K At .

1F multi-instance M58, LLN ) instances B] AR Y. CST:
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* Rapid-PVST: VLAN 1
* MST: IST (instance 0)

RSTP 5 MSTP 1 LL5 HAR ) SPT iR A F 45

*  An RSTP bridge sends 802.1D (original STP) BPDUs on ports connected to an STF bridge.

* RSTP bridges operating in 502.1D mode remain in 802.1D mode even after all 5TF bridges are
removed from their links.

*  An MST bridge can detect that a port is at a region boundary when it receives an STF BEFDU or an
MST BPDU from a different region.

* MST ports assume they are boundary ports when the bridges to which they connect join the ~:-.ame|

region.

RSTP 1] N 3£% 802.1D bridges ({# [ clear spanning-tree detected-protocols iy 4> 7] LA 5 il
MST it [ 5 FL A0 B P D)
*  RSTP selectively sends 802.1D-configured BPDUs and Topology Change Notification (TCIW) BFDUs
on a per-port basis.

*  When aportinitializes, the migration delay timer starts and RSTP BPDUs are transmitted. While the
migration delay timer is active, the bridge processes all BFDUs received on that port.

*  If the bridge receives an 802.1D BPDU after a port’s migration delay timer expires, the bridge
assumes it is connected to an 802.1D bridge and starts using only 802.1D BEPDUs.

*  When R5TF uses 802.1D BFDUs on a port and receives an RSTP BPDU after the migration delay
expires, RSTP restarts the migration delay fimer and resumes using RSTP BPDUs on that port.

11.6 Switchport interface pairs

Switchport interface pairs it B #1311 24 primary-backup #5230, 24 primary interface LAERT,
backup interface 24 standby 13X, PRFEFEMRIIRES . 24 primary interface 1515 T1E,
backup interface F:/8 Ry il i & .

7E primary 5 standby #:[1[8], i ik — M3 Fl. WREE—NEOCH, 75—
B . LLUT 42 Switchport interface pairs i F () — &8 57 1] .

¢ Ethernet and Port Channels can be primary interfaces.

e Ethernet, Port Channel, Management, Loopback, and VLAN interfaces can be backup
interfaces.

¢ The primary and backup interfaces can be different interface types.

¢ Interface pairs should be similarly configured to ensure consistent behavior.

¢ An interface can be associated with a maximum of one backup interface.

¢ An interface can back up a maximum of one interface.

¢ Any Ethernet interface configured in an interface pair cannot be a port channel member.
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¢ STP is disabled on ports configured as primary or backup interfaces.

e Static MAC addresses should be configured after primary-backup pairs are established.

11.7 Spanning tree instance [)45H]

TEMBAFEN S, 2525 active HIERITIE Tﬁﬁ/\ﬂ%u%ﬁ, e I ER
Spanning tree PN R VF PN X481 55 T0] A — 4% active R4 . I [H ZE AT 1 g 1 SR S
M

11.7.1 Root bridge 5 designated birdge
R STP ISR G B4 Spanning tree instance A —MEMMr. SR 5 HE 2R
WA distance RAEHUEAE . B FE BT HAL .

BN AL 2 53 B E—FF) Bridge ID 5. W& H B AT A A2 #ALLLEL Bridge 1D SRk Hi AR ¥
Mro Bridge id /MR ECIAR A Hr o

*  Port Priority (four bits)

*  Instance number (12 bits): VLAN number (Rapid-PV5ST); Instance number (MST); 0 (RST)

*  MAC address of switch (six bytes)

Designated bridge & [P 2% 2IAR M B FER AR N AC He bl . AR MM E 25 e Rl fe , &= idE 4T
designated bridge fJi%%5.
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R 2 HHLIY COAT AHIA], MEZSHR .

Figure 14-1 Spanning Tree Network Example

Prionty=32768 Priority=8192

Enabled Path s
Blocked Path ———
Root Port (RP)
Designated Port (DF)

o
o
£
Switch C Switch D
. 3 WLAN 24 1 St 6 (DP WLAN 21
Prionty=32768 Priority=16384

¢ Switch B is the root bridge — its Bridge ID is lowest because it has the smallest port priority.
¢ Switch A is the designated bridge for VLAN 11.

* Switch B is the designated bridge for VLAN 10, VLAN 13, VLAN 16, VLAN 18, VLAN 19.

¢ Switch C is the designated bridge for VLAN 25.

¢ Switch D is the designated bridge for VLAN 21, VLAN 23.

11.7.2 Root port 5 designated port
Active I3 T #F: root port 5 designated port, Fb) N ) HoAth i ¥ 29k FH %€ . STP [
5 X T 24 active ANATIERS, [ backup REEE &,

Root port Je& 45 FIHR W fic i B A (3 1 o RN AS AL 2 FUBURE 26 T REBRAZ I cost {H,
SRJEEFEE BRI . DA 2 b AR s

Switch A: port 2
Switch C: port 1
Switch D: port 3

Designated port: /™ designated switch 7] IME N$E{t £ 4> DP,
Switch A: port 4 (VLAN 11)

Switch B: port 2 (VLAN 13), port 4 (VLAN 18), port 5 (VLAN 10), port 6 (VLAN 19), port 8 (VLAN 16)
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Switch C: port 2 (VLAN 25)
Switch D: port 2 (VLAN 23), port 6 (VLAN 21)

Alternate port:$21it backup #1%. Huf I ACTERHZEIRZS, BEBIMNL R AEBUA SN

root port.

Backup port:#2 it 3l designated bride FI A #E4E . Hoiim B T FHERE, BEBIM L KA
WA 2% KN designated port.

11.7.3 3 OKPRSS

A port’s activity state defines its current STF activity level. 5TP monitors EFDUs for network changes
that require an activity state transition.

S5TT defines five port activity states:

* Forwarding: The port receives and sends data. Root ports and designated ports are either in, or
transitioning to, this state.

* Blocking: The port does not receive or send data. Blocked ports receive BPDU packets. All ports
except RFs and DPs are blocked, including alternate and backup ports.

* Listening: The first transitional post-blocking state, usually resulting from a network change that
transforms a port into a root or designated port.

* Learning: The last transitional post-blocking state where the port prepares to forward frames by
adding source addresses from inbound data packets to the switching database.

* Disabled: The interface does not forward frames or receive BPDU packets. Ports are manually
disabled and not included in spanning tree calculations or operations.

11.7.4 % O8H

Port type is a configurable parameter that reflects the type of network segment that is connected to the
port. Froper port type configuration results in rapid convergence after network topelogy changes, RSTI?
port types include normal, network, and edge ports. Normal is the default port type.

* Normal ports have an unspecified topelogy.
*  Network ports connect only to switches or bridges.

RSTF immediately transitions network ports to the blocking state.
* Edge ports connect directly to end stations.

Edge ports transition directly to forwarding state, bypassing listening and learning states, because
they do not create loops. An edge port becomes a normal port when it receives a BFDU.

11.7.5 SRR

Link type is a configurable parameter that determines candidates for RSTP fast state transition.

* the default link type for full-duplex ports is point-fo-point.
*  the default link type for halt-duplex ports is shared.

Fast state transitions are allowed on point-to-point links that connect bridges. Fast state transitions are
not allowed on shared ports regardless of the duplex setting.

11.7.6 BPDU
BPDU TEAZ#ALAZ#, (5 EH45 bridge ID 5 root path costs.
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BPDU 257!

* Configuration BEFDU (CBFDU), used for computing Spanning Tree.
*  Topology Change Notification (TCIN) BPDU, announces network topology changes.
*  Topology Change Notification Acknowledgment (TCA), acknowledges topology changes.

W2 N B A5 JS 380 H 3 g ot B
BRI hello timer S& M.

¢ source address: outbound port’s MAC address.
e destination address: STP multicast address 01:80:C2:00:00:00.

11.7.7 Bridge timer

hello-time: transmission interval between consecutive BPDU packets.

forward-time: the period that ports remain in listening and learning states.

max-age: the period that BPDU data remains valid after it is received.

max-hop: the number of bridges in an MS5T region that a BPDU can traverse before it is discarded.

T PN HEFHiHHE spanning tree topology, 24 max-age i #IiH /5 A& ¥ F] BPDU. *4 edge ports
5 point-to-point ¥ AL B IEAf, RSTP ML IS A2 75 &L forward-delay 5 maxOage timer.

MSTP BPDU

MSTP BPDU ;& E{EH.—M instance, [FIFf %A region $24L STP {5 2. MSTP & X ARifE
IST BPDU FXZR1%, SRJGHIN region {5 E 5 MST instance 15 ..

MSTP BPDU T] UL 5 RSTP F%¥. RSTP PHfr 24 B 1E—> MST region. IXE¥ 2 2% bridge
number. XA RE AN EA

* RS5TF bridges interpret MSTF BFDUs as RSTP BFDUs.

* RSTP bridges increment the message age timer only oence while data flows through an MS5T region;
MSTP measures time to live with a remaining hops variable, instead of the message age timer.

11.8 FECE Spanning tree
M spanning tree fig %

switch(config)#spanning-tree mode none

11.8.1 MST i &
RN 2 MST filtAs .

1) & MmST
switch(config)#tspanning-tree mode mstp

2) HECE MST region
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[A]—~ MST region I FTE A HHLERERC EAH R M 2 HK, WA, LA vian-to-

instance map.
switch(config-mst)#instance 8 vlans 4-7,9 / 41liC 4-7, 9 %l instance 8
switch(config-mst)#no instance 10 vlans 6 /M instance10 [ vlan 6
switch(config-mst)#name corporate_1 /A7 4 MST N corporate_1
switch(config-mst)#revision 3 /i FERRA 3
switch(config-mst)#exit /iE H MST H{R/FHC &
switch(config-mst)#abort /£ tH MST (EARAZEHC B
switch(config)#spanning-tree mode mst 4 priority 4096 /fic & MST4 HIIL5E 4N 4096
® spanning-tree priority
* spanning-tree root
e spanning-tree port-priority

11.8.2 RST
switch(config)#spanning-tree mode rstp /JF )5 RSTP 1313

switch(config)#spanning-tree priority 4096
and
switch(config)#spanning-tree mst O priority 4096 /mst0 FIIL5GZ% N 4096

RST ANfefd FH 4n T~ i &

switch(config)#spanning-tree mst 4 priority 4096
and
switch(config)#spanning-tree VLAN 3 priority 4096

switch(config)#show spanning-tree /&G Spanning tree

11.8.3 Rapid-PVST
switch(config)#tspanning-tree mode rapid-pvst

switch(config)#tspanning-tree VLAN 4 priority 4096

11.8.4 Switchport backup Lz
M5 switchport backup 5 ZCH 22 5 41 BT 45 1) spanning trees

switch(config)#spanning-tree mode backup

W B 3% 111 T backupiii 197, BI1 A primary port,7 Abackupifi 1.
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switch(config)#tinterface ethernet 1

switch(config-if-Et1)#switchport backup interface ethernet 7

The prefer option of the switchport backup interface command establishes a peer relationship between
the primary and backup interfaces and specifies VLAN traffic that the backup interface normally carries.
If either interface goes down, the other intertace carries traffic normally handled by both interfaces.

Example

These steps perform the following:

* configures Ethernet interface 1 as a trunk port that handles VLANs 4 through 9 traffic.
* configures Ethernet interface 2 as the backup interface.
* assigns Ethernet 2 as the preferred interface for VLANs 7 through 9.

Step1l Enter confisuration mede for the primary interface
switch(config)#interface ethernet 1
Step2 Configure the primary interface as a trunk port that services VLANs 4-9

switch(config-if-Etl)#switchport mode trumk
switch({config-if-Etl)#switchport trunk allowed vlan 4-9

Step3 Configure the backup interface and specify the VLANs that it normally services.

switch(config-if-Etl) #switchport backup Ethernet 2 prefer wvlan 7-9

11.8.5 L& Spanning tree instance

A network performs these steps to set up an 5TP instance:

1. The bridge with the lowest ID is elected root bridge.

2. Root ports (RF) are selected on all other bridges.

3. Designated bridges are selected for each network segment.
4. Designated ports (DF} are selected on each designated bridge.
5

Networks begin forwarding data through RPs and DPs. All other ports are blocked.

1) EZR

STP {47 F bridge ID K& AR M, 1M bridge ID W& MR, MAC HexE.

Show spanning tree root /25 & Hi2 I #r

AWML HE P A 2 SRt B A WML AL 5644 . Bl spanning-tree priority 5 spanning-tree root.
® spanning-tree priority options are integer multiples of 4096 between 0 and 61440.

® spanning-tree root options are primary and secondary.

— primary assigns a priority of 8192.

— secondary assigns a priority of 16384.
BRINME S S 32768, BRA primary H instance /& 0, ERIAJE secondary [ instance & 1.
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DL R 2P E MST instance 4

switch (config) #spanning-tree mst O root primary

switch (config) #spanning-tree mst 1 root secondary
switch>show spanning-tree root

Root ID Root Hello Max Fwd

Instance Priority MAC addr Cost Time Age Dly Root Port

MSTO 8192 001c.7301.6017 0 2 20 15 None

MST1 16385 001c.7301.6017 0 0 O O None

MST2 32770 001c.7301.6017 0 0 O O None

* Instance 0 root priority is 8192: primary priority plus the instance number of 0.
* Instance 1 root priority is 16385: secondary priority plus the instance number of

PL R 2 B Rapid-PVST Vlan 155 4%

#spanning-tree vlan 1 priority 8192
#spanning-tree vlan 2 priority 16384

switch (config) #spanning-tree vlian 3 priority 8192

switch (config) #no spanning-tree vlan 4 priority

switch (config) #show spanning-tree root

Root ID Root Hello Max Fwd

Instance Priority MAC addr Cost Time Age Dly Root Port

VL1 8193 001c.7301.6017 0 2 20 15 None
VL2 16386 001c.7301.6017 0 2 20 15 None
VL3 8195 001c.7301.6017 0 2 20 15 None
VL4 32788 001c.7301.6017 0 2 20 15 None

* VLAN 1 root priority is 8193: configured priority plus the VLAN number of 1.
* VLAN 2 root priority is 16386: configured priority plus the VLAN number of 2.
* VLAN 3 root priority is 8195: configured priority plus the VLAN number of 3.
* VLAN 4 root priority is 32788: default priority plus the VLAN number of 4.

switch(config
switch (config
(
(

2) Path Cost
Cost 1H H1 1-200000000.2K AT WL T, T-JRIEI KT cost #& 20000, J3JK T cost #& 2000.

fi B RSTP-5MSTP instance0

This cost is valid for RSTP or MSTP instance O.
switch(config)#tinterface ethernet 5
switch(config-if-Et5)#spanning-tree cost 25000

il & MSTP

switch(config)#tinterface ethernet 5
switch(config-if-Et5)#spanning-tree mst 200 cost 300000

lid & Rapid-PVST

switch(config)#tinterface ethernet 5
switch(config-if-Et5)#spanning-tree vlan 200-220 cost 10000

Hic & RST i L 562K
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switch(config)#tinterface ethernet 5
switch(config-if-Et5)#spanning-tree port-priority 144

Bt B MST i 4L 26 2%

switch(config)#tinterface ethernet 5
switch(config-if-Et5)#spanning-tree mst 10 port-priority 144

S BPERENGR

¢ PortFast: Allows ports to skip the listening and learning states before entering forwarding
state. | T i HePC& B ik 55 75, FTEINLAE .

¢ Port Type and Link Type: Designates ports for rapid transitions to the forwarding state.

¢ Root Guard: Prevents a port from becoming root port or blocked port.

¢ Loop Guard: Prevents loops resulting from a unidirectional link failure on a point-to-point link.
¢ Bridge Assurance: Prevents loops caused by unidirectional links or a malfunctioning switch.
switch(config-if-Et5)#spanning-tree portfast /F i Ui [l Sportfast

1
RSTP R #2%Zedge port 5 point-to-point linkstE # & . BRIANE L T /&normal port

¢ Edge ports connect to a host (end station). Configuring a port that connects to a bridge as an
edge

port may create a loop. Edge ports that receive a BPDU become a normal spanning tree port.
e Network ports connect only to a Layer 2 switch or bridge. Configuring a port connected to a
host

as a network port transitions the port to the blocking state.

¢ Normal ports have an unspecified topology.

switch(config-if-Et5)#spanning-tree portfast network

BB

o full-duplex ports are point-to-point.

¢ half-duplex ports are shared.
switch(config-if-Et5)#spanning-tree link-type shared

root Guard F T 2H 213 1148 Nroot port.
switch(config-if-Et5)#spanning-tree guard root

loop guardfic & 7E point-to-point B i 1 1, By LA

241 Floop guardiy, 1= N LA

¢ Do not enable loop guard on portfast-enabled ports.

¢ Loop guard is not functional on ports not connected to point-to-point links.
* Loop guard has no effect on disabled spanning tree instances.

switch(config)#spanning-tree hello-time 1000
switch(config)#spanning-tree max-hops 40
switch(config)#spanning-tree forward-time 25
switch(config)#spanning-tree max-age 25
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switch(config)#spanning-tree portfast bpduguard default
switch(config)#tinterface ethernet 5
switch(config-if-Et5)#spanning-tree bpduguard disable
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