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[FIE : 28 bit ATA Command Set

Wod | Name | oeseupon

-/ thig was (he Fealure regisler, Each lransporl slandar
Faalura field is mappead for proper funclionality. The transporl documents also show
how 28-hit commands are mapped differantly from 48-bit commands.

Count  |In ATA/ATAPI-7 this was the Seclor Count register. Each lransporl slandard shows
how the Counl field is mapped for proper funclionality, The transport documents also
show how 28-bil commands are mapped differently from 48-bit commands.

In ATA/ATAPI-7 this was the LBA Low, LBA Mid, LBA High, and
Device (3:0] Registers. For many commands this is the address

)

of first logical seclor lo be ransferred. Bils 47:28 shall be cleared .58

lo zero for 28 bit commands. Each lransport defines how these
48-bits are mapped to the appropriale fields or regislers,
In ATA/ATAPI-7 this was the Device register. This standard includes bits 3.0 of the
ATA/ATAPI-T Device register as a part of the LBA field. Each transport standard
shows how lhe Device field bits 7:4 are mapped for proper functionality
Command |Bit 7:0 - The command number goes here,




HREIA RIS - B

HY >

HIRRIEE R SRS

TR S AP EA PIRE LAY

ATA Hardware Reset
ATA Software Reset

Power Reset

hi488

& Zone

S5 AIRRAL

EREFRIBUEE L m7
15 o 5 FEMES A

EpeRall=



UDMA DE &iEEh1SFEE

p.‘araru:ler',

Cozving | Czmmardioiezd | 422 power supply | Ziothanding  Lusy o walinesy | Hozd: wzp
-0 ol rzacivc=
Jun. sios 1.10020207)  |125%6 Szcun
Timeouts

Yahng bnreami-acsin 'l modes ([T RN 10000

Seeating for rzazicez in J 34 moce (0.50C0] A

Y2ating fol rzazic:s altel powe 00 (0..60C0Z01 2000

Y2ahrg b reami-acs alten -l | esal (0.60C07) ANn

V2ating for rzazicesz altel Haid F ezl (0.60C00) 10000

et =k =conns al lnss o readness

Exe_ue sl

tinlhaie 1meal

Hard-saic 1cac!
Tundlond vy _uaz
Int arali-n
Re_giialin

Dizable ‘4. toF docato~" whiz rzadng HOD SAMI
Iheake ead a-k-shwead




bt

SHIZHE =




TR EEIET

ol o pid
£ar — nron_ger_araTnniénpren) )
Epid = gan['pid'):;
gwacchad — array(spipes
Siwll - gull:;
soloam e, vloecainy(Spipex(l), Zalsw'
witile( [ 3clianyed = sloivan #elec. (Swasched, Suull, Saull,
Swaschied = array [dpipesiili:
12 1Schauged -
aunlinue:

Jusg.a - slivan yeo sunbenlsz (Spipes]
ol Fus.d:

12 1prey wascih wot ez Lul - [1-2 = Sdx.a)

acho

folnae epipsaf




Flash &GS

- .'._...Q.Q.'O .. o
e.-.- '8 4
‘e e v e v e

¢ 8 & a a0

,‘.?.‘0000‘

k- 3
o |
ret |
—
—
t—
—
=
=
-
:
-
.




SD Card PCB 1k




8GB Nand Flash




\

it aa A XA 4Rtz 28

ey
UL AL




i0S Sfuskny iAM[RIE

SaSR/NEIRY I0OS EmiEE AT - B A% S » PRUAE B EH
DAk REET = S ZiaEE Mt > HRERIOSATIFZIURI AR
4t THEUR Android ZRTEENRE LARKEE LR RS o



iOS X pnEF4

HFS+ (HFS PLUS) R AslataR s AN sEiERR
(HFS) B —FBtERE R4 » TBEARERER (Mac OS)

2

ELABUR - RS2 User 7

SystempEARADE » NNBIGAER » £E

User ol 2R ETE » K/ANBUARsR/EE
9 —B%A 156G ~ 831G ~ 64G » FEGFHEAPRW
&RV A AT &L =00

22 o IPhone3G ZRINTERZEIS B NNZTEES o



iOS Raw Disk B9hnz2

f£10S 4 + A4 CPU Y18 - HIENRZEE S -
Flash f# T BS (& AES BN e

N

SESREIIN NAND

5 hexdump -C mob11efL1hrary/SMS/sms db | head

]

R
-+
EX
I

29

s
o Lo

~ U = o

5 hexdump -C moblle/lerary/SMS/sms

~
")

-t
2

L

[

-7

59
J2
Jo
nn
an
Jo
1L
an

T4
Dy
0o
nr
ne
0L
D4
ne

nE

oc

@
5

3
=
~

r::' N

gl © LI S




i0S FEERERRSIRIGHS

AERE 5 ~ 40 BB EEREhE RS Al =

Sogeti HFZE = H iPhone data protection B HERFEE %=

HEENUEA
http://code.google.com/p/iphone-dataprotection/
rEH &,



http://code.google.com/p/iphone-dataprotection/

In#E;, Ramdisk

FRIRE IOS kernel B 0% AES DIZRZILN ©
HA IOS A4 CPU ZRBI#AE » FHIRAE bootrom exploit » KlILE AT {#
FABEE Kernel BREN1& 1 NAND Disk Image Dump B2 HTREER

i0S sxtEA DFU =z 22 » =2 HIIFIY L RedsnOw BRES -
RedsnOw & %] DFU 2=\, MM bootrom exploit » FL A Mg,
ramdisk ° N[ERYER R, ATFERAM DISK 1[5 - $A%EEZ<<<’F;% )
Bz eI E RV AR 2 12 (B R] > ramdisk #EEISERTE ¢ I0S 5%/

x

FEER » AR
ForhT -OSSLAE Fra=t 010N (=a% T WIEES *t#" G Tl 8
Ebe IR 15 A(PE) d el a nf—-2PRT S P M (b ﬁ’- R DI ;* B

Iphene 4 (GSM) v
oK | Cancel |




A4 CPU EHEiR{S

i0S .321%3_}\ ”Kemel RAM DISK F#12 - #L Al ¥ R AR E 1=
¥ E ° User 5 ST A=NEREAER » KILEINENTEE

EHVEIZR o

0S 421%&. User o @RIEEN 2 I120Y - BR%E Lorg e 2 2 HY
EIMES R E SR HEMEIEHN °

iPhone 3G Z BIMIER1E=2 A iz mEHe » FTLABIE iPhone 3GER 1A



Key #1 Keychain

ARV N2 & #8F0 keychain data

R fBEE A DFU = > #& Ramdiski $2EX key # keychain data °

iOS xR DFU 1210 212 + FfIa] AR ENER S User &2 40 keychain 235
FTEEEERY keys » HEE Ramdisk E4&&NNE2 » I ARSI FE -

i0S 2215 : AILAB @ IR IESES o

Escrowts : Q1R REEI=ZE R I0S sx iR EEAE 2 BIER - AR R AR FERE
1S LEEE PSR YEEY Escrow 18 =5 R A IS B o] iR %4 BB 27T I0S =2 _EAYtE -
Escrow file AVF&E LA ERY UUID KRap & °

Escrowig B 18 &
win xp : %ALLUSERSPROFILEY%\Application Data\Apple\Lockdown\

win 7 %ALLUSERSPROFILE%\Apple\Lockdown\



&

=) B SR A

E

pnEkramdiski& 117 2= I B EEFZ TU R B ER i HI S

OSzxEE ADFUIER » FEE Ramdisk EI0E K IN%E » &
B FEE iR INERIERR  EN3 2 R EIRIE 4 2]
AN F RS BB RS - B 4 IS AI BN F RIS E RIS — R A B ®
10 £l) 30 otE » BUARExmEVAEEY -




IRIRREE

e e ) I N sM EEE =R
EEREENEN D &R
G AMExkey » BRZ BTz ]
AR BIZIOSER 5Tk °

EERE LE=E5I0 - {8
SRRESTAE ©




%&LL%E’: 'ﬁﬁﬂﬁaﬁﬁ?:mﬁ

b2 R a2 F BRI SR ERES IR (EaR BE  BIAR R E A B B AIEE
AAARIERE?

Jwin32/itunnel_mux.exe --decrypt --wtf common/\WTF.8900 --
0SS

common/iBSS.n82 --kernelcache common/kernelcache.n82 --
devicetree

common/Device Iree.n82 --ramdisk common/ramdisk-4.dmg
Awin32\ssh.exe -¢ null -m hmac-md5-96 -p 2022 root@localhost
dd

bs=1M if=/dev/rdiskOs1s1 | .\win32\dd.exe bs=1M of=output-file



%&1_L£Et 'ﬁﬁf’& .%. 7. \n

FE(ER DOS » MATHIKIE T RERN & S 2 (R K

10€ forensic Toels for Windows UB.Z2 beta

By thxfBesslab.comn.tw from Taiwan
soron2556854Cfhotmail.cam soron< icddr from Taiwan
http:/rvvunw .oz lab.com.tw

special thanks Jecan.s149 and jb seccurity labs
MiNU
1 L. W8 expleitil (TH Bootdisk @A
2 Zgiush E;‘fsz“]' port
3 PESIE(TR iR
4 2hos=iHisTEEM@
s E10s S Bl R BN
AR st R B TTHIRI{E:




S PR R HE 28 B A

LA wx python BEE5HEZR
e B iZiEsE

] BEIREE D E =E[E Y
E]H o




B SR R B

p° IOS Furensic Tous for Wincows

BHZIERTEN 1 E T8 - Statt

Change Lanjuzg2
Using SSH overUsB, Setup Usbmrux(Optional)

Retrive ITpotantCatakasz [ Optonal]

! N Retrive WhatsApp Catatasz [Optional]

= NP3 Vaxax < *H . )

= %/l\@*%?ﬁi\ EIIE_?EID . . - .
e Using JBExploitto Load Forensic Ramdisk

AAUZIE
Fxparttre Trporfant FasswardRapart

= %%j_]ﬁ}ﬁﬁg 2 ’|‘;§§E§E§ Mir-cr I0S Data Partition

Hygigiéﬁﬂ 7 DerryptI0S Datz Pratiicn ITage

Bruze Forcethe Passcoce

RaccverDeleted Flles

= Whatsapp E%ﬁ HR%ZJF?%\‘ A Decply FevocerDeletedFilzs

Aronr



WIFI £ Apple ID

EIRENRIAY keychain.ixt EEAIIAEEER] I0S & HHI WIFI iz
IRSRZ LA K Apple ID :

.’N’,._:l.xll.u

ftx 1] 1Mgxal




AP al{a# ERRERR AR ER E ATA D0EE 2

AR5 key.plist

< vl vergion="1.0" Qacod_aq="0"T-E"7?»

< |DOCTIYPE pliat PUBLIC "=/ -, ,/0CD 1. “htTp:// uuv.apple . com’

<plist veraion="1.0"»

<dicr>

<kaevrDorxivediava< ‘rav>
<dicr>

<kav>2l0l<,/kav>
<daTa>
ANRELHDmNIqIBmxSAeLa-u==
</data
<kQy>2l102</kavy>
<data>
UCqB4Aa3ESTapkva XH dur=—
</ /daTa>
<kav>2l04< /kavr
<data>
dHTXEYS / CHvaImEEA L Q=
el
~hay 2201~ hay
~ilal s
RELOT yHDy, Oy, WLCEDTR—
ol

VT
j: I—I—l . Slalwts
: . vab iDTZ LI 0SHDE L SELO
key.plists s
. . ~hwy 2203yt
~lalws
SSPEByw Tt IR PDUTuS La—

& -L—n |\—l—'| . LT TR
iOS 5% 1@HY Escrow 1& e

: lucwabluSlolagws ' buy

~lalwts

wOwOFDFHQUILROFCILON. j 0L T, 4,/ S04 Tuny Culp vy BV IRL IPONET P50l dCE4 5594 Th3P
Sy Lyt TR OO L &8 Tl 8 TuCuTE R dh v 3P vET v A RS LSS vREHSA-T L viRviud
O R R P O A A O T e Ty aa S L e O T Py UL WO LW 2 P L Tyt Pl w L bl T T wxB

m & wwo-

N

VARG IE R
A LE AT AZ I

:—:—-
%’-“F ﬁb’\ NI T_lw_? I

N

& R I sam

1
1
1
1
1
1
1
1
1

m aom

m & wmon

"0 oW\ on N

m



AFC

i0OS &R AFC (Apple File Connection) BRFS 24 iPod (2001)
IS CRLAE Y, B E A usbmux

MR RAZIVE ¥ I0S BNENE 2% AFC2 BRFS
& T RBBRAETERE

AFC2 E1ZX
/System/Library/lL.ockdown/Services.plist

190 root #ERE



o

\\\

JB 1£¥] AFCHI=

0S KB EiflnEta = A ERISHEA

] AfEF AFC B #ZHIEY i0S Z{Eta Z=/E0R i H 885 S th #E

NHABEEZNEABRNESR
/private/var/mobile/Library/AddressBook — iEaf#%

/private/var/mobile/Library/CallHistory — i@zhaCHE
/private/var/mobile/Library/SMS — 2

/private/var/mobile/Library/Calendar— H/Z

K &EJe AFC2 Ak E BEIRIE) - AFEFRIMNE cydia B



SMS

£ /private/var/mobile/Library/SMS B & NHY sms.db IR E
sxERIFEEE » PIH salite TEEE

Do sl o 8 2
Labaze Structare Jrow.s Dat

Farw L woe Dats Laecate SGL

cresy W2
11 EAT databate el il D

laparet | SR




3B Rl RD K

£ /private//var/wireless/Library/CallHistory FHJcall_history.db
RZINE ZnEsEsoirtE ¢« Al DA solite TEEE

TakZc |ectl v l f R} l Jew Xcecré  |[elete Exeard

ROTID addres:s dote durotion flopgs id nanc
| L HERISITZSZ0T4T 1528793499 -

o 1MT2eN47 femami
3 HIBISITEZE0THT 13281658
t Tl LES b D L
5| HBIREZISE0Z0L JES S0




GiE

£ /private//var/mobile/Library/AddressBook ~NAY
AddressBook.sqglitedb AR E ex RN EE - FILAF sqllite L
BEE

Ay —=—=

Edil Yew H- F

I“wl"*lﬁf;ﬂ‘ﬁ"’?"\‘ = | 2

12l 2hexs <SPhrucir ‘I Sule Fve-ri= N4 |

Table. ASWatiValaa || .|

r ____m -

[ I ST
2 2 OIIZ2C0IDL e
ISILeUdsEL
[HERT R S L Y
R
(L -
1207025
1E3721237 2
LaNten
IS35.320:2™%
(RS BNy
SITE0ZET.T
122003206
nacn
12073406 %

eV At w oA

-

3
X
3
%
o

3
X
J
%
o

3




HIZ

£ /private//var/mobile/Library/Calendar SRY Calendar.sglitedb
TERREEZRFIHERE » oJBAFIR sqlite THEE

% lecor

Location descrintion

(=R Rt

£ Sda databace zell =B '

Inport | | Exocrt |

.

Fvre of deta ovrrently 10 ol Text ; Benorie

2 ulew




2l S Aa e 2

7% /private/var/mobile/Library/Safari FBIBookmarks.db {RiFZE
messiEz - fI LA salite TEIIRES

tucture  Browse & Sezrch | Excoute SQL | OB Scttings

TABLE booimaras Search(H) | ShowAl Add A } Dupl cal= (P) } Ecil ) Dt iL)
titls url nu~ ch.. ediizklem

yamzha

MFEEEN Il e ke s nusic cormn i ex liten

spacal. .

2
(]
m

r

NEGESEN2 ~ttp/fevow ks rusic com twfincox tmSyncld=2E5D. .
LUZH=mE2T AN e ey =imahiz prano com bwflra s =70 lin
LESZEZLET ~ttpSevawyzmahzmusic.co v aw/SwnId=567FIZES ..
THEALUREER: ey imahiz - Lorgluy)/ Sy [d=D0BZESES-T7.
LESREFLER ~ttpfeaviwy=mahzmuszic.cor.tw/
TEHEZALEEREH

ALURERER ey imahiz - Lorgwy)

0=
=%

Sl e hs s heedu Lwyf/
~ttp/fevaw hapshe.cdu tw/Syncld=4E1230% ZD=7 5..

P S = e e I s T S R S S ——

LU TS T N T S TN T T S T T T S B T S

LS T T T T S T T S T T S B o IO |



=EEEE

2 B2 E SR 40 B

£ /private/var/mobile/Library/Safari s History.plist B9 A] A

BEISSRESCH - B SARIn HEM

ctH>

<koyr</xey>
{stringrnttp://wWWw¥.google.com.tw/url’sa=tiamp; Source=veb&anp; cd=4iamp
<kz2y>D</key>
{arrav>
“<integexr>l<s/integer
</axrray>
<kzyrlasLVisiL=dDalLe</kev>
{SCYing>362113495.9</striny>
<kzy>redirectURLs</key>
{arrxrav>
<ztringyhttp: S /irhon=24 . tw/ formima/shawthread . php't=18318"8¢/atrin
</axrray>
<kzvyrLi_ le</key>
<straing> R3IT) {BET @ EEE~ARBARREET ARARERE </ /string>
<kzy>viszitCount</key>
<integer>l</integer>

cfdice>



B R MES
. BANER

£ /private/var/mobile/Media "8 DICM #1 photo H 5 Bl{RIFHE TSR
RAMBE » Rl B FaEpdE

= B EAPDHE

£ /private/var/mobile/Media/Books ik FR1FE epub & NEYEF
=41 PDF 18 » A AE IR HRIE

xRS

£ /private/var/mobile/Recordings FiR{z= A AR ERE > AIME
12115



What’s App %

< - -

SIEoM

2012-D1-08 17:25:30 Agaib
2012-D1-08 18:55:21 el 7

01107
0110

0110 23:15:22 J Intol & fl‘ _‘_,';‘E_hhvu:rc,iru,:vn? peort or boardcom 1 port E—"Ii

01-10
01-10
-01-10 2
J1-10 23:2

01 10 22:39:08




7t &= 23 PI HERSRIPEIBA

EEZA10S BXEEF2 /£ Windows
TPEIEE, Bt REERE
embedded systemJ:IT’lE :

ST 0S THERIE LB

E 25 (EFEE embedd system )

TE"7RE"R ARG E BEEE
FERUNENEE - B 0 BN
whatsapp sCEk= Rt
embedded %EA

(ERH—xEl CRISs BEA
" e Eas" EixkATARCEE ©

|IUJ|l




AL =E S ]

L

Per file encryption extension added to the HES filesystem in iOS 4.
Each file gets a unique file key used to encrypt its data fork. File
keys are stored (wrapped) in an extended attribute named
com.apple.system.cprotect.
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