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Western Digital "Spartan”, "Protege"”, "Caviar" Generation electronics Arch-V, Arch-VI PC-3000 ®
"PCWD_DA", "PCWD_EB", "PCWD_ABJ", "PCWD_CB2" ® ACELab

Baumanne! Tecrsl yTWIMTBI HMEHOT MHOXKECTBO HacTpoek. HauMHAIOHM I0Jb30BATENAM PEKOMEHIYETCH
paboTaTh C HACTPOHKAMM TECTOB N0 YMOIYAHHIO.

4. O630p apxuTtekTypbl HDD WD.

Komnauus Western Digital na cerogHsmHui AeHb NPOH3BOAWT ABE IHHEHKH HAKOMMTENeH, MMEIOUHX
3HAYUTC/IBHBIC PAIIHYHA.

[lepsas nocrpoeHa no xiaccu4eckoil apxurexrype WD ¢ HCHONB30BaHHEM CHCTEMHOIO KOHTpOILIEpa
cobcTBeHHOM paspaborku u Geper cBoe Hayano ot Hakonurened WD Arch-0 cemeiictsa WDC AC280 (80MO6T). D10
HaKonmuTeau generation electronics Arch-V, Arch-VI on chip WD70Cx, uMeOmHe MakCHMaIbHYIO EMKOCTh MOJCCH
240 I'6t na Arch-VI:

CHCTeMHBILIT KOHTPOLIC CHCTEMHBIH KOHTPOJLIED
\WD70C23-GP \ WD70C22-GP
A \

\ .\l
‘\‘

o

SU13Y
M29F102BB

N

\

‘.."k[\-_i_ll!i!-!_fl_l_\:,!l,l!?! \ Kanan urenns
Talon 50G66474 IBMBM 1.1 Marvell 88C5540-LFE

Cxemomexnuveckuu pucynox 2-x naam na WD70Cx
Bropas mHEHKa NOCTPOEHA HA COBEPIUCHHO APYroH ApXHTEKTYPE € MCIHOJIb3OBAHMEM CHUCTEMHOIO

KoHTpo/utepa komnanny Marvell 88i554x wiu 881654x. BeneacTsue 310ro nojHOCTHIO CMEHHJIMCH TEXHOJIOIHYECKHE
KOMaH/Ibl, MPHHUKMI paboTsl co CayxeOHOH 30HOM M TEXHOJIOIHA BOCCTAHOBJICHMS 3THX HakonureiacH. ITo BHemHeMy
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7. « T'ests menu

7.1. Utility status
7.2. Service information
7.2.1. Work with ROM
7.2.1.1. View information from ROM .....
7.2.1.2. Reading ROM
7.2.1.3. Writing ROM
7.2.2. Work with SA
7.2.2.1. SA structure test
7.2.2.2. Reserve HDD resources
7.2.2.3. Read modules
7.2.2.4. Write modules
7.2.2.5. Regenerate translator
7.2.2.6. Securety sabsystem
7.2.2.7. Disable heads
7.2.2.8. Edit SN
7.2.2.9. Work with adaptive data
7.3. HDD formatting
7.4. Logical scanning
TS. Cleat SMAR T 4...cccoceo oo snsansessensasens
7.6. Defect lists
7.6.1. Defect lists report
7.6.2. Defect lists editing
7.6.3. Erase effect lists
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MBRRRUERAE (AWDREE15)

= MCU ROM bootstrap

x AEBECEINESPI ROM

» fif 5 EHIModule 01 Index

n fiR 5 _EATA 4 CHES( Module 11)
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C ATAD @ ATAL C c ER |
S SATAMR

FRRRE

SRR B I

Seagate

M/ IBM / HGST

T REHRFH

R IER)ER A% : Scorpio, Orion, Aquarius, Aries, Lynx, McKinley, Viking, Cougar, Denali, Saturn, Venus, Mercury, Shasta, Callisto, Everest, Pluto -
» Mariner, Dolphin, Bobcat, Jamaica, Firebird, Shasta 2D, Shasta 3D, Europa, Jamaica 4K, Marn5 4K, Zephyr, Helios, Esprit; Mammoth, SabreS53
‘Sabre), Sabre58(Unicorn), Buccaneer, Hawk, Zeus, Raider, Starling, Hawk2, Ternado, Sequoia, Tornado PATA, Jupiter, Tornado 2D, Sequoia PMR,

STG Twin lakes, Tornado 2PMR, Atlantis, Pinnacle, Hulk, Spider, Mars, Kermit, Cypress, Gekko, Atlantis PATA, Manti RE, Tahoe, Midori, Pinclite,
DragFlyl, DragFly2, Dragon, Manpl RE, DF4PLRE, MZTGF RE, Aztec PL, Sumt RE, Tahoe LT, Sadle BK, DF4 4KLT , Sadle G6, Draco, Sadle 2D

Power Status (ATAlL)
ON BSY JDRDY DVF [BSCY 'DRQ | CRR | IDXK | ERR




- e B e 5 EEER - woust

BEER . ™ An  Europa " Mariner
FIE. WDC WDS000AAKS-22ATBO ™ Bobcat  Everests ~ Mamn5 4K
FERS: W-WMASY1114341 ~  Helios ~ Mcknley
B #+: 01.03B01
HF8: 076773168 (465.76 GB)

Jamaica ™ Mercury

Jamaica 4K (" Pluto

K T |y

4= | W&l 5’4 Jamaica 4KV Satum

Hubble o (" Everest V
(" Hubble LT (~ Shrek LT

(" DragFiy4 (" Pinnacle (™ Tahoe 2D
* Gekko ™ Tahoe LT
" Tornado
Cypress Tornado 2D
(" DF4PL RE it ( uoRl (" Tomnado 3D
~ DF4 4KLT (" Manpi R (" Sequoi PMR (" Tormado 2PMR
" Dragon  Mar C (" Tornado 2R
ragFyl " Mar (™ Tornado PATA
DragFy2 3 £ 5
" DragF¥3
© DEbi3D
Shrekt
" D@ablo 35
" Draco
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" Sabre33 { Sabres8 " Hawk (— Hawk2
" Buccaneer (" Stariing (" Raider (" Zeus
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W) FENH)

HEEE miiEe{E
WDC WDS000AAKS-224TB0 FHE @ Atlantis N/ &
WD-WMASY1114341 SACyl : 170 Head:4 SPT:1311 —
01. 03801 ROMEGZE : 02. 3RC F5EE
976773168 (465. 76 GB) Bihist. Wimiwst N/ &

«

=)

RAM:

Read HDD Info :
Heads number :
Head map :

SA Cyl Count :
Serials Maxk :

Control version

Zone allocation table @

RON:

Read Rom Infos :
ROM Data Size :

ROM wersion :

ROM generation :
Link table wersion :
REOM Firmware version : ] OO02003R

ROM Modules:

™ LW BAaYw a0,

8z |
M
]
Power Status (ATAlL)
ON BSY DRD DWF | DSC




~ ROM #REBAR A5t

- ' | | @ B
BEEE HEEFE B E1{E
BE. YDC WDS000AAKS-22ATBO s : Atlantis S —> BREEEBE -> ROMEB(E -> ROMY%E
FRS: WD-WMASY1114341 SACyl : 170 |Head:4 SPT:1311

BfMRAE: 01.03801 ROMARZE : 02. 3RC #5REE
E8: 0976773168 (465.76 GB) Biniizt. S@E#E N/ A

» MRTES

ROMB!# dF.bin |

Offset 00 01 03 0¢ ¢ S DA 0cC 0D

00000000 |52 4FE 5! ) ' ) 01 F1l SF ROYL ;.0 iaas
00000010 30 30 30 32 00 00 0D 0O 0002003R
00000020 (OO 000000 00000000 ) 00 00 00 0O
00000030 |00 00 DO 00 ot ) OC ) 10 0 00 00
00000040 |00 00O OO OO Of ) 0f ) ) 00 00 00 00
00000050 |S5 aa 00 , ) D4 00 00
00000060 |00 OO0 00 00 X 6D DE FF
00000070 |[EC FF 00 2I ) FD 45 06
00000080 |[FA FF 28 FB ] C9 09 00
000000S0 |[E3 02 9C EA D¢ ) 3 OB 00 61 ) 16 00
C0O0000AD |05 00 00 } Cli ; 91 18 00
O0000O0BO |34 0OC FF : ) 00 00 0D 0O
000000CO |00 00 00 00 Ot ) 0l = ) 00 00 00
Q00000DO |00 00 OO 0O Of ) 0 ) ) 00 00 0O 0O
OOO00O0ED |00 00 00 00 Ot I 0 ) ) 00 00 0O 0O
OO0000FO |00 00 00 00 Ot ) 01 ) ' 00 00 00
COo000100 |00 00 0O 00 0O 0O ocC ) J0 ) 00 00
00000110 |00 00 0O 00 Of ] O ) ) 00 00 00 00
annnni2n inn nn o nn o onnoni f ; : ) NN

B:S0 W:12338 D\W:858796082 5:13 ) 23 (5)

BE  romwi® |
n
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Power Status (ATAl)
ON BSY DRD DWF DSC DRQ CRR IDX
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MRTEZE(F)
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HE: WDC WD5000AAKS-2247B0 : Atlantis TE - ENEHEEE -> #ia5s
F5IS:  WD-WMASY1114341 : 170  Head:d  SPT:1311
Bt R®FE: 01.03801 02. 3RC I5ERE
H@: 076773168 (465.76 GB) il i85t N/A

#125)% |

LIIDA B EMRIREY, BIRIDEBihNiCopy0, Copyls BIETTHRIE

B2 1D F E 5 2 (BiK) | WiBR | [ ] & ] Hrd |
0001 0018 Modules directory
0035 000A SA Defects
0oc1 ooot Calibrations module
0033 039E P-List (Prinary defec...
0031 0255 Translator
oooc 000s Models table
0034 0017 G-List (Grown defect ...
0032 0020 Relo Bad Block Module
0036 0009 T-Last Module
0029 0006 microprogran code
0040 007D Sdaptive data
0041 007D Adaptive data
0042 007D Adaptive data
0043 007D Adaptive data
004E 0o4c microprogran code
0049 0003 Adaptive data
004A OD1A Adaptive data
004D 0001 Adaptive data
0003 001C Fornat Select Data MNo...
0004 0311 Fanily models configu...
0025 0101

=+

Status (ATAL)
BSY DRD DWF DRQ CRR
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AlA Vendor-specific
command

x AFEANTI0O XBEHEET
Something (e.qg., a bit, field, or code value) that is not

defined by the standard and may be used differentlyn
various implementations.

® [his proposal defines a SCSI 16 byte CDB for issuing
an ATA command, and sense Information to report
completion status. This mechanism allows.



CDB (Command Descriptor
Block

16-byte CDB:

bit—
| byte
0 Operation code = 03h

p—)

Service Action

Logical Block (MSB)

Logical Block (LSB)
Addition CBP information
Addition CBP information
Addition CBP information

Addition CBP information

2
3
4
5
6
7
8
9

Allocation length (MSB)

Allocation length (LSB)
Misc. CDB data

Control
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http://www.use

rs.on.net/~fzabkar/HDD/

HddHackr

how It WOrks.ixt

ackr reads the

DD firmware version, serial number,

number, and capacity in LBAS from sector 16 of the

original Xbox HDD,
oorted WD drive of
ng WD's vendor s
HDD's firmware. AlUI

relevant firmware modt

and then writes th
eqgual or larger ca

oeclfic commands

IS Information to a

oacity. It does this by
(VSC) to modify the

IN the case of a ROYL drive, the
les are OD and 02. The result of this

hack is that the WD drive then identifies itself in the same way
as the original drive


http://www.users.on.net/~fzabkar/HDD/HddHackr_how_it_works.txt

WD =R &5 88 2

MOD 0D --- contains firmware version

0000 52 4F 59 4C 04 00 1E 00-0OD OO * FF 0C 3F

0010 30 30 30 31 30 30 30 30~00 OO 00 00 00010000
0020 31 31 2E 30 31 41 31 31-~00 01 00 50 11.01A11
0030 4E E2 01 AD 6F FB 00 01-~FE FF 00 00

0040 01 00 0O 00 00 00 00 0O0-00 0O 00 00

MOD 02 --- contains serial number, model number, capacity in LBAs (and passwords?)

0000 52 4F 59 4C 01 00 30 00-02 00 03 00 30 75 7B EC
0010 30 30 30 38 30 30 30 30-~09 1D 09 00 00 00 00 0O
02A0 33 00 4E 04 02 00 00 01-57 44 2D 57 58 45 36 30
02B0 38 50 4C 37 31 30 39 00-00 00 00 00 00 O1 10 3F

02C0 00 00 00 00 6F 59 1C 1D-6F 59 1C 1D 6F 59 1C 1D
02D0 6F 59 1C 1D 00 01 A4 03-00 00 00 00 07 7F 00 0O

04D0 00 00 00 00 01 57 44 43-20 57 44 32 35 30 30 42 WDC WD2500B
04E0 45 4B 54 2D 30 30 46 33-54 30 20 20 20 20 20 20 EKT-00F3T0
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x DBETE F #AR _ESATA port.USB to SATA ZRiE s 1+ R I

x O RFERWD AR

x Linux T B5LAE

» B4t ...(H

ACHI port (5t Tlsipci )
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Service area EERERsE

x Sectors Per Track (FaE = S
clENE —HENBEEREE

i

5

=
oo

HEES [

x WD2500KS-00MJBO SPT :720 Head:6 Tracks (SA
CYL): 64

A

= RENRS

/J\

(0,1

EC P

15

ESCEET))

k. i5

S 1% IS IR AR RS ER

= SRR LIS ?

BRI KN 4x 64 x 720 x 512b byte=96MB

JLAC



Fasysa £RIE T

x dd if=/dev/urandom count=184320 > random-file ;
madb5sum random-file

x /easysa -p Ox0170 -w ./random-file
® dd if=/dev/zero of=/dev/sdb bs=1M
® /easysa -p 0x0170 -r after-dding-dev-zero

= mMadosum after-dding-dev-zero



EXNB e =l

® https://securelist.com/diles/2015/02/
Equation group questions and answers.pdf



https://securelist.com/files/2015/02/Equation_group_questions_and_answers.pdf

£ EEITERS

Process Master Boot
Record (MBR)

Load Volume Boot Record (VBR)

1. Disable disk error reporting

2. Using custom NTFS support, find BootPack file on HDD
3. Using an encryption key specifically prepared

for this computer, decrypt and run Bootpack

Load malicious VBR

1. Find legit OS loader in the memory
Patch Windows loader 2. Patch OS loader by adding malicious modules

Load Windows kernel and Load Windows Boot Manager
boot drivers (up to Windows XP) (Windows Vista+)

Patch first loaded First loaded driver patcher
legit driver

Patch 15t loaded legit driver by malicious Wait until winload.exe is loaded and patch it




ZNE2h kA% Firmwall

® Nttps://www.0s3.nl/._media/2013-2014/courses/
ot/jan_niels.pdf

x BRESHI Kife, EIRe L A Bh Kiin
AP BE B FRLVSC
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» Serial UART FEF :

x |Linux X ugiglE

x FFHEREE ADSL FIEEFAK o

n (o)

x B A (MCU) 230 & » WASTC
S1Em A °
x EEREREE T E

» FLFBIREA(R) 0 1P B=1R

= |
=|
B

x Etum(B) 2.0mm 4P HERE

» USB to TTL #& (EArduino tha]E4X)




Serial UART 435 E 5 T

Sl T4PHERE | FEFREEEE1PX3

GND GND

RX TX

TX RXx



USB to UART ER ShEd 4%
x EREJFETC

x \\indows

» Prolific PL2302, WIinXP Driver

x| INuUX

x 2 AER Linux kernel o

5 H &5/ gl
= EEI\ZK AEIE

= \\indows
n Putty
= Linux TIPs:
ose % 2E minicom:
®x minicom on Ubuntu 12.04) ﬁ%‘ﬁlji&gﬁf@ S
sudo apt-get install minicom A J—\%—gug&ﬁ% : /deV/ttyUSBO
sudo chmod 0777 /dev/ttyUSBO E Bps/Par/Bits : 115200 8N
sudo minicom -s F ﬁEﬁ%FIOW%\E%U : IZ:li

G B EEFlowtZd - &
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x HIFIEYZEGND

x Fei8% embedded system Bz
GND —@B AR e EE (2t
IREEEMR. EEE Sy = F
B E| — REERIE AR AL (A
HEEEHE AREEE)

(LT

(L)

. S5 —iBIRET A1 Epin#Rat
SEE—RAREINE

At E—M2GND
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Arduino ﬁ)‘(fﬁ_%\,ﬁé@ﬁﬁtt &= 1t
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AL 9V AR SR A E AR e 38 B
Apple Magicsafe a2
Apple Battery Firmware Hack

5108 ’;_%?E:Jﬁ i
HDD TTL FERO#EZ
Apple EFI Passoword
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Seagate UART #4374




Samsung UART #2435k




JH1%Seagate HDD #% i

screen /dewv/tty.usbmodeml421 38400 |

No Phy: Staggered spin bypagzl



Seagate FEMEIES &

x JRRAERE

» F3C>Q (ETERBIELHRA)
Online AA: Rev 0002.0000, Flash, DisplayFirmwareRev
Online AB: Rev 0001.0000, Flash,
Getlhermistorlemperature
Online AG: Rev 0001.0000, Flash, FirmwareReset
Online Al: Rev 0001.0000, Flash, DisplayControllerRegs
Online AK: Rev 0001.0000, Flash, DisplayDstStatus
Online AL: Rev 0003.0000, Flash, DisplaySignOnMsg
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CrossPack for AVR In OSX

n NEAMLE
https://www.obdev.at/products/crosspack/download.html
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ZArduino fISPIARFZES Hit B

x http://flashrom.org/Serprog/Arduino flasher = gith®

P $EArduino 2L
make u2

= Dump ROM
flashrom -p serprog:dev=/dev/ttyUSB0:2000000


http://flashrom.org/Serprog/Arduino_flasher
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Have you noticed large increase in error rates after opening drive in non clean room environment ?

Total votes: 9

» SRR - BB EERRIE
http://malthus.mooo.com/viewtopic.php?t=20&start=20



http://malthus.mooo.com/viewtopic.php?t=20&start=20
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