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腳本小子的告白 -硬碟的秘密大公開 
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Who Am I?

thx 

OSSLab >吃ĩ 

ȟ&會ŉ �2B�她�\
�ȅ



��Èa<⼀一ȿ�⽐比別



DIY 博很ʥ



���ƀƯ越經@�>�

 �的��a¬這她量 c�到每>ŉȖ
 量��	變ɺ有
 �Extract �ƀƯ�ǱŖ只��
 美ž>� (然ɡȞ�ƴ剛,ƀƯ越經美ž) 
 
 
ƍ你$ 	!�能ʌExþ⾏行��



 Ĭơ�
死�Ś°îå

ǫƜN/Ɔ �uŚ°� �
5U�%候½�� �_x
þ進ě.



÷��åY國�Ś個²開�¢Z%
2Ö&N/Ɔ  �%�50/ƆǫƜ 

ȴ⻄西 Y⼥女$´�她量IC 把無� 
������å,¢ZĽ�ɲÒ�²,��Y
⼥女�ƀƯ,�⽉月4��..........................�².



��å 3�å幾學�國ĳY
說�Ƕ®不�她量 ç� ,說4�²ä��9U �û�
地名�GND(當ơ)ǅê  ,��ŤȰ��ĭöL��9U.



/⾵風I�她量�ǷȮõá



�a把無�PCB %機�K來
^⾞車?

���ìɗ, gk5V Ö本 �Èa?  
+	j�把無+�ñÑ, ÅƎžʐ無¸ȟ



SPI Flash ɭ�
Y⼥女Â����  
�2»>?吃�Íǘ  

Å¥路 
 

ƍ你$ ��於無; 
�的;��ɤ道 

 
ÝƀƯ量�Íǘ�� 
體樣ñÑ��到給



���B_��å%2⾞車?
���Õē$��她量⼩小機美ž 
PC3000 http://www.acelaboratory.com/ 

���ý+Ǵ�PCI Ǘ

http://www.acelaboratory.com/


ʏǴ�ƀƯ越經美žÝ¨
FPGA IC .í更ATA IP Core.Ʈ喜%C��與到⼒力ȅ¿�
s重Đ 

�Ƿ但Đǣ⽽而.  

USB serial port.C�她量TTLĬ加ç關但Đ. �ȱxå� 

8ĭ星意她量ɕÑƈÇx覺家Ȟ�.  

8�Ȅ通量 ȤÄATA Reset, Power resetĤi覺¼>ŉ
Ȗ.



Õ�美žS�àÐ死⽔水}Ñ



��6發
(�,	⾨門Ʃ性[
dİnǬ_��信ʉA誰)





�ĩ	�ĸÞĸǔ ���問
u�?

ɍ如ǥʤ2003A4好|�ø中全 
越經死⽔水可ʤ⼊入Ç�中全越經情þ9Ƹʤ 
Ò^中全越經情þ 
z÷ǔYʢ®放ʢ	ǰ�9ƸQÍ



��JȦ�裡}�死⽔水T
Ɂ....

8件�3Xlé�#²開 ,]想ų難�早P場�/w



點â中êɽ之
在 多C#�(�)
�"Ý�2�她量���⼈人�⼩小機ʤ8�微總她量í�中全ÿö位間ʣ她ǀ
4Êè�����V��data ʤ�地機�ʗ¿�ʤq	%�ÇxƀƯ位間ʤ
�2�p��Y國(��ú�題�	ǎʆHʣ�$y可ʤ8她ǀ�Ý¨��
�從ȻɩʤZI8PC3000UDMAȞ�事你Çx�ŉ��$yʤªĽ-ÙÙ
下Ã��Ĕʤf��Ȟ�ơº\經ȍʤƍÿ��給會中全ɛ成»,ʣ 
 
u&得Ü�Y國ʤÇxƀƯ越經&Ɯ�9UʤPC3000UDMA8她ǀ��`ŉ
�Ď¨p吧���aʤ��ŉ�eȰ8��Êèʤfv����ŉ�Ōȉì
ï��ŉ�才種多Cʤq%�	年ʣ麼~快ʤ�	%�	年kʤ;��$�
	%�P年ʣ���ƍ你��主âʤgk¶像6p那��ʤ�ŉ�像��I
Ǒǰ那ż�ʤ;表���ʤ��她ǀ�再��機經ʤ(«ɛ成流無她ǀʣf
�`DȜjȖ(¬¢�iʤ�U��那ľ��R Ý說中全4)越經!ʤ
中全越經¦點�åƜ個���ũ~K��ɂû�ʤMº�ʝ“死⽔水到與”ʤ�
Ǡ���Ȟ�是ȧIp分ɛ成ɠɦ中全ʤK��ºG6p��P8每



點â中êɽ之
在 多C#�(§)

“⾛走�重ȍ��重ȍ”ʤ���多CPC3000UDMAI�]oʣ 
 

PC3000UDMAvǗż®���uC�得A�ʤ那y¾�B載N/e
�ʤ�ÚË⾛走�Ȟ�經ȍ(⼈人��ä�uƞʤ	+�$y可�$�
�hOʤȞ�.c�hOʤ��TVó怎ʒ法�她ǀ���ĸ⽽而
�ʣªC.(�WrP¯ʤ��ŏ×才�����得�å�!�
Hʤ	!¡上嗎�!��才���ʣș¸�ņÃ7情4�>8¯ʤ 

 
ĭêʤ��2��¯�"Ȑʤ·$¦³Ĵ回�Õ�80Ɠn好��

PC3000PCI�vǗh)ʤ�A�ʤB	2Ɠ(�網座CCʤºG�
ÿö�熱⼜又Ƅ�ʤ;¤
�¯�Ȑ:ʣ



�ĕ�5�⾒見Ȝà?
PC 3000
jȻ�@�+ȷ.. 

�三息Ĕ她量��⽣生å�Ý¨ 

她量	�¸微總Ý�%�(她¿,ʗ¿ʧ 

ĳY
在B��時¨ 

�x���	¿Ĵ�ĳY �家	¿Ĵ�ĳY�
c,
死⽔水..



� Ķ�ëɥ

K可能�太Ȟ��A Ĭ�世ľ�¤死⽔水}Ñ�$⾝身



Call me Master !!!!! (=į�
��)

8�`ɘ真�ã�c�bŸ�她量ʗ
¿理ɗ�
.Ȟ��¤美ž+這ı�
她量Ȧȝ�..  
 
2�ø過�����安þ½Ś�理
ɗ  U��5·�進�oh !!!! 



她量ɉ^¹Ɯ (2WD�ȴ⻄西)
MCU ROM bootstrap 

íøİ�à�SPI ROM 

量���Module 01 Index 

量��ATA F時ł( Module 11) 

量��ºG°ŸF時ł+度種Ř中 

�2她量g��� embedd system ����  
體樣ʗ¿6p�§�ê已ROM能量�







WD 她量¸�Ř中



ROM F時ł好�看



⾝身�ǣ⽽而..(module)

ǣ⽽而�她量量��ʗ¿能度種Ř中/第 

¯g$ ǰ看,ƪ看 ,ATA 與ł�樣�æÌǣ⽽而.f���
PCB . 

	/¸�也中 ¸�ǣ⽽而�Ȍ場 ƀƯ�)�經ż





	Ō���享 
���uŚ°她量boot ¹Ɯ,⼼心ĕ�⽽而�� �	j�什
>她量”¢j” 

�2$�享 �®名�<jBootŜ超�+¸�� 

ROM 	量�ʗ¿ƈ因帶ê已 機őG %2什>¹>��
�享 

�享I ǎ�⾒見Ȝ� %2覺家ʗ¿ƈ.%ɔÀ機¨ʗ¿İ
�«¸�ǣ⽽而ž4.2ºG她量ɉ^ÉÃ¸�ǣ⽽而.�_Ô
沒道  



ʗ¿能ƀƯ越經�¶Ĵ

她量這ı她¿ ʗ¿�.微總 

{�Dinor正Ư她量¬這 

K她量�ơƨ⾒見後覺¼ƀƯ



�a還@她¿ Hacker�? 

@¬� �B�¯⽅方”⽚片ȟ”�
Program Kiddle



$ŤŤ Á�@ŤŤ?

�5�&�CU>她¿å友  
ǅ�*0 

ZIɘ真���>外ǅƿ'  
�ĶǾ�Ķ ǅĶǾǅĶ 

ª8à��Ƚʙ��J�Ť...  
美ž�會知�ʏǴ 



ATA Vendor-specific 
command

¦<�T10  }Ñ�	家� 
Something (e.g., a bit, field, or code value) that is not 
defined by the standard and may be used differentlyn 
various implementations. 

This proposal defines a SCSI 16 byte CDB for issuing 
an ATA command, and sense information to report 
completion status. This mechanism allows. 



CDB (Command Descriptor 
Block)



S���j� ��_ŤŤ
ʦ�
) 

�|��bQ�� �¤中ß博�æþ中
全越經美ž 
 
�ÈabQÝ星ATA vendeor command能
死⽔水}Ñ�Èa家4�ʩ



ìk��a�:ŤŤ(�
)I
��	í些 
Ȧ4Ý星 å友ȅ她¿  
(9就VSC ,TTL Ĭ加å星出ǯ但Đ她量) 
 
ŉ�:機őǰ看,機ő這ä.



 ,í些 �讓吃⽐比別 %�?⼗十
Q�Ȇ (	Google )

ɼ ��的 WD ATA Vender Command ¬¶ƀ關 



µ©�1��Ť她¿⼤大½  
“ÓŎj”$.

ðŎj��©�s她¿hacking¯⻄西1i�她¿.... 
�實其⼤大½sŤ&�¯,Ť&�(�!!!!  
  
⼤大½� ,�我	
_��¤⽐比別 : 
Xbox 360 æCWD 她量 	要Đʗ¿,���Ľ分說ǶX�
這äWD 她量ɝ�).



ńe�ʄ Ťe�÷
http://www.users.on.net/~fzabkar/HDD/

HddHackr_how_it_works.txt 
 

HddHackr reads the HDD firmware version, serial number, 
model number, and capacity in LBAs from sector 16 of the 

original Xbox HDD, and then writes this information to a 
supported WD drive of equal or larger capacity. It does this by 

using WD's vendor specific commands (VSC) to modify the 
HDD's firmware. AIUI, in the case of a ROYL drive, the 

relevant firmware modules are 0D and 02. The result of this 
hack is that the WD drive then identifies itself in the same way 

as the original drive

http://www.users.on.net/~fzabkar/HDD/HddHackr_how_it_works.txt


WD ǣ⽽而ìɗ/⾵風

U��%2�起X道X�這ä她量�



OSSLab Easy SA Tool ʦ她
量ʗ¿覺家å友 ʧ

B�zvjǘ�SATA port.USB to SATA 和歡(�Ď¨ 

B⽤用ĜȔŢWD 她量 

Linux � �地bQ ACHI port (地�lsipci ) 

B��Û …(�對	
說��⾝身址誰ô £Ɗ�)



Service area �ƞƞ每
Sectors Per Track (ʗ¿ƈʧ 
通Q原ƈ中ʗ¿ƈ�m�通Q�原ƈ中ä 

WD2500KS-00MJB0 SPT :720   Head:6  Tracks (SA 
CYL): 64 
了錯ʗ¿ƈØ⾼高�* 4x 64 x 720 x 512b byte=96MB
�* ʦ0,1 v�ʡ¿ƈC�樣�她量F時ł能度種
Ř中) 

_°然ɳœ吧為. �ƈ�ƀƯ(��? 



Easysa Ȟ�pâ 

dd if=/dev/urandom count=184320 > random-file ; 
md5sum random-file 

./easysa -p 0x0170 -w ./random-file 

dd if=/dev/zero of=/dev/sdb bs=1M 

./easysa -p 0x0170 -r after-dding-dev-zero 

md5sum after-dding-dev-zero



n�⽼老���a�-�

https://securelist.com/files/2015/02/
Equation_group_questions_and_answers.pdf  
  

https://securelist.com/files/2015/02/Equation_group_questions_and_answers.pdf


Ǹ�1地Ç動聽



ʗ¿ƹĿ花 Firmwall

https://www.os3.nl/_media/2013-2014/courses/
ot/jan_niels.pdf 

ȅ¿	ƹĿ花,ʡ¿�	ƹĿ花 
Ǥƹ	ȅ¿	<ɉVSC



Service Area ºGõC

 NSA %2C ��ĕ��C? ¢s圖�²!,��	v
� (0,1�) Service area ɿ0....  

ìk�b�....



Serial  TTL (UART)ç關õC
Serial UART  õC結 

Linux Ĭ加Ȟ� 

Í起ǒİĩ ADSL ʗ¿ĺ也ʣ 

她量然ɳȞ�⼩小機ʣ 

你ɭ�ʦMCUʧƜ吧�ÉʤgSTC 
51你ɭ�ʣ 

⼈人��最正 å友 

⼯工清ö�(同)ʤ 1P �Nƽ 

將如加0(同) 2.0mmʤ4P ⾃自� 

USB to TTL ǘ (說Arduino �%ɤ時)



Embedded USB to TTL好

將吧加04P⾃自� ⼯工清ö�1Px3

GND GND

Rx Tx

Tx Rx

Serial UART ö最8õp吧



USB to UART ʎ^ Ĭ加
ʎ^Ɯ吧 

Windows 

Prolific PL2302, WinXP Driver 

Linux 

�í更� Linux kernelʣ 

去最ȅ¿ 

Windows 

Putty 

Linux 

minicom on Ubuntu 12.04)

TIPs: 
美� minicom: 
- ǰ做領美� >  
A ǰ做美ž結/dev/ttyUSB0 
E Bps/Par/Bits結115200 8N1 
F 她¿Flow但Đ結Ǳ 
G ȅ¿Flow但Đ結Ǳ



���ųARM NAS .

ɮ÷ Serial UART ǅê



1�Ǽ��GND 

地« embedded system 享�  
GND ���⽽而ċĥL İ��
Ƿ�當ơ.�被ç 中êƪNC
�²ò� §ơ¿ƛÀ游ê (%
_被çƛÀ 	ç�9都 ) 

Ɵà�ûɓȰ 增m�pin�À  
9U|�ƽ	能ö6L被ç, 
�專ʁ ʣ 
�我|�ƽ�GND 

GND ǅêɰ�



�!embedded system �ç�  
�ɓȰ�ƽɕ�� GND ƛÀmƽ |�ƽ�b (GND) 
¬ç�現 9U¢ 1,4 ǅêç�! 3.3V İ5V



²開|üƽ� VCC 
RX TX , ����§ƽʣ 
地ǁ開	şɱ�⽇日ŶÞ
C2400 ~ 115200 ⼿手⼿手
À 



/⾵風4ǅê 

  



Arduino _.ŤŤõC¯�0Æ
�幾⽔水����

  Ŋà最關看Ǽ¼ǣ玩9⽂文 
    Apple Magicsafe Ɉǫ/⾵風 

    Apple Battery Firmware Hack 
    Bios 與ł定Ĕ 

    HDD TTL ɱù出ǯ 
    Apple EFI Passoword  

 
µõC�Y國�0關看Ý¨ 



Seagate UART ö最â

Rx

Tx



Samsung UART ö最â

Rx

Tx



去öSeagate HDD Ĭ加



Seagate 她量出ǯ明
ç動⼩小機  

F3 C>Q  (頭�)I	出ǯ$y)  
Online ^A: Rev 0002.0000, Flash, DisplayFirmwareRev  
Online ^B: Rev 0001.0000, Flash, 
GetThermistorTemperature  
Online ^C: Rev 0001.0000, Flash, FirmwareReset  
Online ^I: Rev 0001.0000, Flash, DisplayControllerRegs  
Online ^K: Rev 0001.0000, Flash, DisplayDstStatus  
Online ^L: Rev 0003.0000, Flash, DisplaySignOnMsg  
………………….



SPI Ɉǫ
SPI��`4最�Ŝǰ做ƀƯɈ�ʤɱ做à美Ȼ� 
�Ȃ�4最ʤ	!請%�3最 , %去ömemory , RTC , 

ADC ,DAC …etc



;¤ÚË	C�SPI Flash?

Router ��bootloader �Ȉȝ�,�B�Cspi ȈÃ 

她量ROM 

�⼰己vj好BIOS í	與łİǰ看....



�Ardino »>SPI ɆƜǒ

�ȂC�Arudino IDE �2��UI ė. AVR Toolchian. 

SPI ɆƜǒ(��¤IC specƀƯ.�我��你所_SPI 
ç關 

麼~å��本 	/5V 能 3.3V 
UNO 5V , Nano 3V ,5V �%



CrossPack for AVR  in OSX
�É�Ï結  
https://www.obdev.at/products/crosspack/download.html

https://www.obdev.at/products/crosspack/download.html


Arduino 相ėǘöâ





說Arduino _SPIɆƜǒ ȅ¿

http://flashrom.org/Serprog/Arduino_flasher ) git:  

把ƚArduino Ɯ吧ł 
make u2 

Dump ROM  
flashrom -p serprog:dev=/dev/ttyUSB0:2000000

http://flashrom.org/Serprog/Arduino_flasher


SPI  IC 把ƚǒ 



ɮ÷¢時試ɅʚÃ吧Ĵ回�
Êè

• ,	Ý⼀一ł B	binary ʗ¿ 
• ,	 toolchain   
• ,	}Ñ 
• B�C試ɅDebugİ把ƚȅ她¿å友 
    ( giçQPST ) 



“@”àÐɮ÷死⽔水 Avatar æ公



 Symbolic Executionʦ東看
ȱx)



Avatar ĤȮ�Bridge



Ÿ� Symbolic Executionɮ
÷理ɗ

 S²E (Qemu +Qemu LLVM +Klee)  
ǣ玩ARM  and symbolic execution 

 GDB and OpenOCD  
 _⼦子感ôç關 (UART İJTAG) 

Avatar  

ɮ÷/⾵風å友 IDA Pro 



ɮ÷Seagate HDD>k 

買ĔSegate Update FWìɗ  

%C�⼩小機她量ʗ¿ 



Ö取打Pɡ電@�	C�ʩʩ

ƀƯǷ結t發1æþ她量Ńɵ  
http://malthus.mooo.com/viewtopic.php?t=20&start=20

http://malthus.mooo.com/viewtopic.php?t=20&start=20


正Ư��Ä¯ĳ�C?



º�DR æ5(�_�
Program Kiddie

正Ư¬這uƞ 

X道正Ưȹ� 

⽚片b她量å�Ý¨ 

⾒見ȜÊè Ĕźuƞ 

���享Y國 



死⽔水��ìŃ

她量�+	前�Y國 embedded security  

著⼤大½v¹�SSD C�死⽔水�aȪ們�� ATA 
Command,UART .



xþ�ìŃ

ƀ關ÙÙ<�,K以ħĩ息Ĕ>� Î作,f����
&ÞȽʙ 

xþ�	å�能ĐÞ⽩白啊⾯面定於Ŗ只中全 

ï¨�Ď¨Ŗ只公Ñ ,名�他Ŗ只Ď¨,Ʈ�Bǐ°然
±Þ�.



完果Q 少%�ʠ

�Íɑȵ ɧɧɏɏ �]想+�
 


